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NnaH

Mogenb "Hynesoro gosepusa” ot nepudpepumn go LUOL n obnaka
KomnnekcHbIn noaxon K 6e3onacHoCcTum

3awnTa Ha ypoBHe KpeMHus - Silicon Root of Trust
NHTerpauma ¢ texHonornamm sawntbl Intel u AMD



OGecnevyeHune nHpopmayuMoHHOM 6e30MacHOCTU B mogenu “HyneBoro gnosepusa’
Mogenb “HyneBoro goBepus” — aTo HOBbIN Noaxoa/apxutekTypa obecneyvyeHus Vb
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Network is Trusted

Internet e Threat-Centric
@ « IP-Based ACL Control
R « Static Policy & Limited
Segmentation
HepoBepeHHOe

Hardened Perimeter Security
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HyneBoe gosepue

% Eliminate Network Trust

Trust-Centric
3 Internet Identity Based Access Control
Devices R Dynamic Policy & Segmented Network Access

o— [go HepoBe PeHHO€e OKpYy>XXeHue GovCloud Software-Defined Security Perimeter

= Security Visibility and Analytics

Workloads & @_>
Data At-Rest & In-Transit

https://www.hpe.com/us/en/insights/articles/zero-trust-makes-business-secure-by-default-2010.html



Moaenb «HyneBoro gnosepusi» ¢ cepsepamu HPE

Moaenb «HyneBoro noBepusa»
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Silicon Root of Trust
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OnepauunoHHble CUCTEMBI Mukponporpammbl(Firmware) IS —
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Yctponctea KOMMNOHEHTHI
[MOCTOAHHBLIN MOHUTOPWUHT [MOCTOSAHHBLIN MOHUTOPUHT

3awuTa U3HyTpu OT rpaHnyHbIX ycTponcts go LUO n obnakos
c TexHonormamm HPE Ha ocHoBe VckyccTBeHHOro MHTennekra



Be3onacHocTb MHPACTPYKTYPbI KPUTUYHA ANS MOAENN HYNIEBOro A0BepUs

Ransomware, malicious insider, malware, phishing, SQL injection
5630|'|aCHOCTb : theft, trojan horse, user error, water-holing, zero day attack
obecneunBaeTcs TOSMbKO
Torga, Koraa 3aluLLEH
Continual attestation during runtime. —] ﬁ UEFI/BIOS/firmware Root kit, boot kit, booting into alternate OS, phlashing
Processor authenticates itself using ) :
cryptographic attestation. @ Processor Attestation
Boot with an immutable
ﬁ @ HH
(unchangeable) source in silicon. Silicon Root of Trust
m Begin with secure supply chain. — @ Secure Supply Chain
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: 3allMLEHHOCTb NOSTHOro CTeka — oT Tunbl ATak

3arpys3ku cepBepoB A0 NPUoXKeHUN

Boot Kit, root kit, tampering, data theft

Malware (firmware), unvalidated firmware updates, theft of
data (W/EPYC)

Counterfeit materials, malware, tampering, theft, malware,
rooft kit, boot kit
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dyHKUnm 6e3onacHocTn B cepBepax HPE ProLiant Genl10

Cambin 6e3onacHbIn cepBep B Mnpe*

3awuTa

« HPE Silicon Root of Trust

« [iByxdpaktopHaga asTopusauunsa CAC
* BnokupoBKa N3MeHeHUA HacTpoek
* MNaHenb 6e3onacHocTU

» PasHble ypoBHM Be30MacHOCTU

» [TakeT CNSA (paHee NSA Suite B)

« 3awmTa oT atak Ha mukpokoa us OC
* OuyuncTKa cepBepa 3a OAMH KIUK

* WNHTerpauma c MeHemKepomMm Krioyen
* FIPS 140-2 Levell

« BbesonacHas 3arpy3ka UEFI

« TPM1.21n 2.0

 [1poToKonbl 6e30nacHOCTU U
cepTndomkaumm

« Camowudpyrowimecs HaKkonuTenm

OGHapyxeHue

BoccTtaHoBneHue

O6HapyxeHue
CKOMNPOMETUPOBaHHbLIX MUKPOKOAOB

Bepudunkauma Mmkpokoaos Bo BpeMsi
paboTbl cepBepa

O6GHapyxeHue BCKpPbITUA cepBepa

CeHcop OoTKpbITUA aBepu LWKada
(koMnnekTyoLwasn oT napTHepa)

[MpoBepeHHas 3arpy3ka

3anyck TofbKO NPOBEPEHHbIX
NPUNOXEHUN

Moppepxka SIEM
BeneHune ayanTopckux xxypHanos
3amepsaemas 3arpyska

:*Based on testing of multiple server platforms by InfusionPoints

ABTOBOCCTaHOBNEHUe nocrne
BTOpPXeHusA

BocctaHoBneHne mukpokogos n OC

C6op AaHHbIX Ans NpoBeAeHuUs
KPUMUHaNMCTUYECKON 3KCNEepPTU3bI

CneumanmanpoBaHHbIe YCIyrn no
BOccTaHoBneHuto ot HPE Pointnext



HPE ProLiant Genl10 Plus Ha npoueccopax AMD

Secure Encrypted Virtualization (SEV)

Option ROMs &
OS Boot loader

Secure Memory Encryption (SME)

| AyTeHTndoukaums |

Firmware
AMD Secure Processor

HPE Silicon Root of Trust checks processor
& processor checks BIOS

| AyTeHTudwmkaums |

HPE iLO 5
Firmware

Hardware |

= AyTeHTudmkaums |
(Silicon)

HPE iLO 5 Chip




HPE ProLiant Genl10 Plus Ha npoueccopax Intel

» TexHonoruu Intel Software Guard Extensions (SGX) u
Total Memory Encryption (TME) gononHsitoT oyHKUnmn
3awmnTtbl HPE

» Trusted Platform Module (TPM) 2.0
* MNoppepxka Self-Encrypting Drive (SED)

» Zero Touch Provisioning — aBTomMaTtnyeckoe
pa3BepTbiBAHNE HOBbIX CUCTEM™

* ATTecToBaHHas Lerno4yka nocrtaBok*

* [locTynHocTb B Poccumn oxugaeTcs nos3xe
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BbiBoAbI

» CepBepbl HPE obecneunBaloT HamBbICLLIMW YPOBEHb DE30MacHOCTU M 3aLLULLEHHOCTH
« KomnnekcHbIn noaxon kK 6e3onacHoOCTU
« 3alinTa Ha YPOBHE KpPEMHUSA
« WHTerpaumsa ¢ texHonorunsamu 3awutol Intel u AMD
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