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3EFG6AB6 <-:7-AE6<4H 7-8A4=4H 
345675689:-;<9;=4

✓ I/J+J&00(#KL (I/J+K/ (K .+M&)/K/., 
' . $N2/% O($+K+.+ , O)(P&1")Q , 
K&R0+2&#.+& #)&1#K'/ + .(0K)($L0Q& 
O)(P&1")Q); 

✓ M1+K&$L0(#KL ((K )/#O(I0/'/0+% "*)(I 
1( +R )&/$+I/P++); 

✓ "#K(,2+'(#KL (#O(#(M0(#KL MQ#K)(*( 
) & / * + ) ( ' / 0 + % 0 / / K / . + + 
'(##K/0('$&0+& O(#$& 0+R).
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-3=C-E><B6 C!798B 
345675689:-;<9;=4 5689:-;<9;=4

• < / ) " S & 0 + & . ( 0 T + 1 & 0 P + / $ L 0 ( # K + 
+0T()U/P++ (*)/0+2&00(*( 1(#K"O/ 
(. (UU&)2&#./% K/,0/, O&)#(0/$L0Q& 
1/00Q& + O).); 

• 8/O"#. ' )&1(0(#0(*( O)(*) /UU0(*( 
(M&#O&2&0+%; 

• </)"S&0+& 1(#K"O0(#K+ +0T)/#K)".K")Q.
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CA6E4G6<46 39E4G6;=A-  
4<?4V6<=9A 45 A 2020 
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G=9 48W6<4E9;> A 7-59=6 39W:-<4X A 
2020 !9VC? 
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<-7CY6<46 39<@4V6<?4-E><9;=4 
4<@97W-?44 9!7-<4G6<<9!9 V9;=C:-. 74;434

• 5 ($ & & S + ) ( . + & ' ( I U (Z 0 ( # K + ) / M (K 0 + . / 0 / « "1 / $ & 0 . & » 1 $ % 
0&#/0.P+(0+)('/00(*( .(O+)('/0+% +0T()U/P++;  

• =)"10(#K+ O)+ ()*/0+I/P++ .(0K)($% I/ M($LS+U O(K(.(U +0T()U/P++; 
• A(IU(Z0(#KL 0&#/0.P+(0+)('/00(*(/0&O)&10/U&)&00(*( 1(#K"O/ K)&KL+R $+P 

. "#K)(,#K'/U, 0/ .(K()QR (M)/M/KQ'/&K#% +0T()U/P+%; 
• A(IU(Z0(#KL +#O($LI('/0+% $+20QR "#K)(,#K', 0& #((K'&K#K'"NJ+R 

.()O()/K+'0QU O($+K+./U ' (M$/#K+ +0T()U/P+(00(, M&I(O/#0(#K+, 1$% 
(M)/M(K.+ +0T()U/P++; 

• =)"10(#K+ # O($0(P&00QU .(0K)($&U (M)/M(K.+ +0T()U/P++ 0/ $+20QR 
"#K)(,#K'/R.
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8-:C;3 A76V9<9;<9!9  
:79!7-WW<9!9 956;:6G6<4H. 74;34

• : ( ' Q S & 0 0 / % ' & ) ( % K 0 ( # K L 
+ # O ( $ L I ( ' / 0 + % ) / M ( K 0 + . / U + 
0&"2K&00QR #[&U0QR 0(#+K&$&, 
+0T()U/P++ ' "1/$&00(U )&Z+U& 
)/M(KQ; 

• A(IU(Z0(#KL (K'$&2&0+% )/M(K0+./ ' 
"1/$&00(U )&Z+U& )/M(KQ (O(#&J&0+& 
# K ( ) ( 0 0 + R # / , K ( ' ; I / * ) " I . / , 
+#O($LI('/0+& #K()(00&*( :9); 

• <&'(IU(Z0(#KL O($0(*( .(0K)($% I/ 
0/$+2+&U #)&1#K' /0K+'+)"#0( , 
I/J+KQ + (M0('$&0+, M&I(O/#0(#K+ 0/ 
$+20QR "#K)(,#K'/R )/M(K0+.('.
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<-7CY6<46 V9;=C:<9;=4 4<@7-;=7C3=C7B 
VEH 956;:6G6<4H CV-E6<<9X 7-59=B

• C'&$+2&0+& I0/2+U(#K+ 1$% 
M+I0&#/ +0T)/#K)".K")Q, 
(M&#O&2+'/NJ&, "1/$&00"N 
)/M(K"; 

• A(I)(#S/% 0/*)"I./ 0/ #&K&'(& 
(M()"1('/0+& + #&)'&)Q; 

• 9MJ&U+)('/% K&01&0P+% 
"'&$+2&0+% 2+#$/ DDoS-/K/. ' 
2020 *. (' #)/'0&0++ # 2019 *.)
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W6=9VB -=-3 <- 4<@7-;=7C3=C7C 
:79WBYE6<<B\ :76V:74H=4X A 2020
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:795E6WB

• C'&$+2&0+& .($+2&#K'/ T+S+0*('QR /K/. ' 2020 *., ' K(U 2+#$& 
K/)*&K+)('/00QR, +#O($LI"NJ+R O('&#K." COVID-19 *; 

• <&1(#K/K(20/% (#'&1(U$&00(#KL )/M(K0+.(' ' '(O)(#/R +0T()U/P+(00(, 
M&I(O/#0(#K+; 

• ;0+Z&00/% M1+K&$L0(#KL )/M(K0+.(' ' "1/$&00(U )&Z+U& )/M(KQ **.
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* A /O)&$& Google I/M$(.+)('/$/ 18 U+$$+(0(' &Z&10&'0QR ')&1(0(#0QR + T+S+0*('QR O+#&U, #'%I/00QR # 
.()(0/'+)"#(U ( Google ) 
** 47% #(K)"10+.(' 0/I'/$+ (K'$&2&0+& '0+U/0+% O)+2+0(, K(*(, 2K( (0+ O(O/$+#L 0/ T+S+0*('"N /T&)" '( 
')&U% )/M(KQ +I 1(U/ ( Tessian )

https://cloud.google.com/blog/products/identity-security/protecting-against-cyber-threats-during-covid-19-and-beyond
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RANSOMEWARE AS A SERVICE
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768FW6. 5V4=6E><9;=>

! ]K( 0& K($L.( #O(#(M0(#KL + '(IU(Z0(#KL )/#O(I0/'/KL "*)(IQ I/)/0&&, #O&P+/$L0QU+ 
O)(*)/UU0QU+, O)(*)/UU0(-/OO/)/K0QU+ #+#K&U/U+, ./.+U K( "I.+U .)"*(U «O(0+U/NJ+R» 
)/M(K0+.(', 45 + 4= #O&P+/$+#K('.  

! A #(')&U&00QR "#$('+%R «M1+K&$L0(#KL» - 0&./% K(K/$L0"N '&$+2+0". 

7&/$++ 0/S&*( ')&U&0+ K)&M"NK, 2K(MQ ^K( MQ$/ M1+K&$L0(#KL «'#&R + '#%». </2+0/% (K (O&)/K()/ 
O)+0+U/NJ&*( (#(I0/00(& )&S&0+& (K.)Q'/KL +$+ 0&K #((MJ&0+& (K 0&+I'&#K0(*( /1)&#/K/, 1( 
)".('(1+K&$&, O)&1O)+%K+%, 2&K.( O(0+U/NJ+R + O(11&)Z+'/NJ+R 1&,#K'+% (K'&K#K'&00QR I/ 
.+M&)M&I(O/#0(#KL. 
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C:-;459  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