[Toyemy 3aKkasumkin
BblOnpatot VDI?!

[Morop»xenbckumn CtaHucnas ropesuy
JKCnepT rno obnayHbIM peLleHNsIM




Kak Bbl cuntaeTe, no4yemy KrimeHTbl XoTAT cede VDI?



Kakne 3apadm pewiaem?

« Kak nonb3oBaTento nony4ynTb AOCTYyN K
pabouyemy mecTy

« Kak obecneuyntb COXpaHHOCTb
KOpNOopaTUBHbLIX AaHHbIX

« Kak rapaHTMpoBaTb 4OCTYNHOCTb
KOpnopaTuBHbLIX CUCTEM

* UHcTpyMeHTapumn



Kakon BapuaHT ncnonb3oBaHUS AN yganeHHoro gocryna?

cepsBep



Kakoun BapuaHT ncnonb3oBaHUs Anga yoaneHHoro gocryna?

Saa$S | VPN

' AaHHble KOHTpoaupytotca NMonb3oBatenem
R - 1 [eweso B opraHn3sauum
Bonpocokl Ub Ha ctopoHe UT 3aKaszunka un
noNb3oBaTeA

UmeeT orpaHMUYeHHbIN PyHKLMOHAN
[laHHble Haxo[ATCA y NpoBanaepa ycayru
NmeeT onTUMasIbHYO CTOMMOCTb
Bonpocbl b — Ha cTOpOHe npoBanaepa

|
dyHKUMOHaN onpeaenseT 3akasumk | ®dyHKUMOHAN onpeaenseT 3akasumk
|

[laHHble KOHTPO/IMPYIOTCA 3aKa3UMKOM [laHHble KOHTPO/IMPYIOTCA 3aKa3UMKOM
OTHOCUTENDbHO AELWEBO B OpraHMsaumm =~ — — = = [ = = Hepewéso B opraHnsayum
Bonpocbl b Ha cTtopoHe UT 3aKka3umka I Bonpocel Ub Ha ctopoHe UT 3aKasuunka
I
I
I

TepMMHaNbHbLIN

cepsBep VDI



BupTtyanmnsauusa padbo4vnx ctonos NpuBoaAUT K UHHOBALMOHHOMY
nameHeHuto NT-nHdppacTpyktypbl!

« Pabouee MecTo MOXET paccMaTpUBaTbLCS Kak

-
soonce i ycryra cornacHo KoHuenuuu Desktop as a
MHOOPMALIMOHHAS Service (DAAS) — pabo4yee MeCTO Kak CepBUC
[ 71| — BAIKIE YOANEHHBIE
[ NOMb30BATENN
= = OpueHTauua Ha noTpedbuTenss — BO3MOXHOCTb
— — MCMNONb30BaHUSA OONbLLIONO KOM-Ba KIMEHTCKUX
| Ze | [] MHTEPHET — | Ve | yCTpOMCTB
, S— lé] ey,
>3 =1 LleHTpanu3oBaHHOe ynpaBrieHue pabouynmu
= SR, = cTonamu, CokpalleHne BpeMeH!
.1 SERVER pa3BepTbiBaHUSI HOBbIX MPUMNOXEHUN U

= oOHOBNEHNA CTapbIX



ObcnyxuBaHue yaaneHHbIX pabovnx MecT

Ocob6eHHOCTU yaanéHHbix APM:

* LleHTpanusauyusa n yHudpukauma paboymx mMecr.

* YnpaeneHune/nameHeHne APM, Tonbko yepes cneunanucta AT

» CHmxeHue TpeboBaHus K odbuncHelM UT crneymanncram

* [lo3BonsieT 3agencTBoBaTb MeHbLLee KonnyecTtso CUCTEMHbIX
agMUHUCTpaTop, Ha pelleHus 3agad ¢ APM

» OrTcytcTBMeE reorpadpuyeckon npmeaskm K APM n ero
obcnyxmBaHug

* PesepsupoBaHue gaHHbiX. APM nonb3oBatensi, nerko
3apesepBupoBaTb, obecneynTb bekan gaHHbIX

* HarpysouHble npodunn APM

* MOXHO NPUMEHNTL peLLEHNS NPOrpaMMHO onpeaenaemMblX
[arta LeHTpoB




CepBep TepMUHaANBbHbLIX
NOAKIIOUMEeHUN



TepMumnHanbHbIN cepBep

Mnocobl MuHycCbI

[TpuBbIYHBIN ONsA ‘ OrpaHnyeHuns no
nonb3oBarenen nHTepdgenc NPOU3BOAUTENTBHOCTH

LleHTpann3oBaHHasA Pecypc pasgeneHbl mexay
yCTaHOBKa U nonb3oBaTensimMm

agMuHucTpuposaHue O
a Pvp He nony4ntcsa passepHyTb

OKOHOMUS Ha NOKYMKe U N paboyne mecTta ans
coaepXaHum ' OVN3aHEPOB,

NoNb30BaTENbCKUX YCTPOWUCTB ‘ MPOEKTUPOBLLUKOB W Mp.

Pecypcbl n kon-Bo paboymnx He Bce 1O paboTaeT 4epes
CTONOB MOXHO OrnepaTmBHO TepMUHanbHbIN cepBep.
MacLiTabmnpoBartb.

VPN ansa 6e3onacHoro
NOAKIIOYEHUS

Windows Server



[TpoTOKON ANA TEPpMUHANBHOIO cepBepa”?

[1na kakux 3agav:

« [Ins nonb3oBatenen ¢ OAHOTUMHbLIMU
3agavamu

[Monb3oBatenu koTopble padoTatot ¢ Word,
Excel, MNo4Tta, 6yxrantepckoe MO

OCHOBHbIe BO3MOXXHOCTU NMPOTOKONa:
LLiIndpposaHme

DYHKUNUM YMEHbBLLEHMSA MONOCHI NPONyCcKaHns
Ncnonb3oBaHue bydepa obmeHa
YparneHHoe ynpasneHue



\"r]
BuprtyansHoe pabouee mecrto



Buptyanusauumn pabodnx mect (VDI)

HacTonbHble nepcoHanbHble KOMMNbIOTEPDI
nofib3oBaTenen pasmeLlatoTcs B BUPTYyasibHbIX MaLlLUMHaX
NN BUPTYaribHbIX paboynx mectax (BPM)

OpraHm3aunoHHYI0 XXe YacTb peLleHnda — yrpasrieHne
npaBamMu, coeauHeHNSMN Nonb3oBaTerneu,
pa3BepTbiBaHME BUPTYalibHbIX MaLUWH U npoyee —
peanun3yloT KomnoHeHTbl Nnpogykta VMware HORIZON
nnun Citrix




BuptyaneHble pabodme mecta (VDI)

NMnrochol MuHychbli

BesonacHocTb 1 yaobHbIM AOCTYN K » [lopoxe 4yem TepMUHarbHbIN cepBep (HY>KHO
KopnopaTuUBHbIM JaHHbIM NfaTUTb 3a PECYPCHI N 3a NINLEH3UN)

[apaHTUpoBaHHas NPOM3BOANTENBHOCTb U
BblENEHHbIE PeCcypcbl Nod KaXkaoro
nonb3oBaTerns

Bo3mMoXXHOCTb Npobpoca nonb3oBaTeNbCKNX
YCTPOUCTB

Bo3amoxxHocTb ncnonb3oBaHna GPU




[1lpoTokon anga VDI?

* Independent Computing Architecture (ICA)

« Blast Extreme Network Intelligent Transport (BENIT)

OCHOBHbIEe BO3MOXHOCTU NPOTOKONa:

 HapexHocCTb - rapaHTusi nocnegoBaTenbHON OOCTaBKU
OaHHbIX B YCINOBUSIX NPepbIBAHUSA CETEBOIO
coeauHeHns / NnepekntovYeHns CeTeBLIX aganTepos.

applications

channels/
messages

« TepekntioyeHue TpaHcnopTa AN OTAENbHOIO
MPUMNOXKEHUSA HA OCHOBE OTKITMKa NPUNOXEHNS B CETMW.

« bBanaHcupoBKa Harpy3Ku 3a c4eT 0OgHOBPEMEHHOro
NcnonbL3oBaHNA 060UX TPAHCMOPTOB A4S Pas3fINYHbIX
NPUNOXEHUN, a TaKKe 3a CYET BbIOOpa KOHKPETHOIO
TpaHcnopTa AS1d onpeneneHHoro Krnacca tpaguka
(Hanpumep, File Copy).

*NMpumep cxema padbotbl BLAST npoTokona



[Mouyemy VDI cnoXHO cuutatb?

o KaxObIn NPOEKT — 3TO OTAENbHAA MHCTaANNALNS
 Heobxognmo cuutatb TOO KaXXagoro npoekra
« OkynaemocTb 000pyaOBaHUSA, YYNTbLIBAETCS B MPOEKTE



Bonpocbl Ub



NHdpopmaLumoHHas 6e30nacHOCTb

. OOMeH gaHHbIMU, TOMBbKO Ha YPOBHE NPUNOXeHUW. 3alumTa

oT akcrnouta RDS. lMpumep, CVE-2019-0708 (BlueKeep),
cBda3aH ¢ paboton Remote Desktop Services (RDS) n RDP.
[MepexBart npaB agMuHUCTparTopa, ecnm RDS

. MonHbIN  KOHTPONMb 3a OEUCTBUAMW,  KOHKPETHOrO

Nnosrib3oBaTen4d

. YctaHoBka gon.l10O, Hanpumep, DLP

. Bcergpa wu3BecTHO, KakoW nornb3oBaTtenb, 4YTO [AenaeTr u

ObICTPO onpeaensieTcs BO3MOXHas Toyka B3rioma

. AHTMBMpPYC, He oTbenaet pecypcos camoro APM



BbiBOAbLI



KaKkue oCHOBHble 3a4a4K peLwaeT y,u,an'éHHoe pa6oqee MECTO:

CokpalleHne agMUHUCTPATUBHbIX UT 3aTpar

JKOHOMMUS Ha BPEMeHU opraHusaumm paboyero mecra
YBeninyeHne cpoKa Cny>Kbbl ycTapeBLUNX KINEHTCKUX YCTPOMUCTB
LleHTpanu3auma AaHHbIX U peannsaumsa cpeacts Nb

CepBep TEPMMUHA/IbHbBIX NOAKNOYEHU

Ana oagHOTUNHbLIX 33434

BbiuncautenoHble pecypcbl OC aenart Bce Konneru
JKOHOMMYECKN BbIrOAHO UCMONAb30BaTb

HeT BO3MOXXHOCTM UCMONb30BaTb MUHAMBMAYANbHbIE
cpeactea UMb

Yepe3 o4HOro nonb3oBaTena, MOXXHO HApPYLWKUTb
paboTy BCem KomnaHuu

Henb3Aa ncnonbsosatb GPU

Tonbko Windows Server

VDI (BuptyanbHoe paboyee mecTto)

[ns pa3Hbix 3ag4a4 (npodpunm pecypcos)
BbiuncautenbHble pecypcbl OC y Kaxaoro
NoNb30BaTeNA CBOU

Joporke B opraHmnsaumm un TI1

MOXHO UCNOAb30BaTb MHAMBUAYANbHbIE CPeaCcTBa
NB (DLP|MDM |HCA)

Yepes og4HOro nonb3oBaTtena, Henb3A HapyWKUTb
paboTy BCEN KOMMNAaHUM, a TAKKe MOXHO BblAaTb
npasa agMmmHuctpatopa Ha OC

Mo»Ho ncnonb3osatb GPU n Windows 7/10




Cnacumbo 33

BHUMaHue!




