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[MpobnemaTtuka

» JloBepue K yoaneHHOMY COTPYOHUKY
= HenoaKOHTPOJIbHOCTb yaafieHHOro yCTponucTBa

» /ICTOYHUMK yrpo3 OsAa KoprnopaTuBHOM CETU
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PelwueHue

u CeFMeHTI/IpOBaHI/Ie 30HbI C YOaJ1IeHHbIMIA
COTpyaAHNKaMH

» 1301AUMA NPUNOXEHUN HA YPOBHE CETU

» [locTpoeHune 6e3onacHOro NogKIryYeHnA
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DMZ
SSLVPN
RDP SSH
Internet
| UserGate FW HTTP ETP
HTTPS
OWA Microsoft Exchange,

Be6-cepaep, 1C
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MFA (TOTP, SMS, Email)

HacTponka nonnTmnk 4ocTyna K
OTAENbHbBIM CePBMCaM MO
NOMb30BaATENIAM W Fpyrrnam

[octyn yepes bpaysep
SSO
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MopTan aBTOpU3aLMn Nonb3oBaTenei
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[ BON SSL VPN Portal x | +
< > C @ O B o~ nttps://sslvpn.mrsks.ru/http/sslvpnportal.local/pp/portal ¢ Q Mouck
||.=!" UserGate [ (user) Buixon
Mopran SSL VPN . 0:00:14
3aknaaku
Sharepoint portal Outlook Web access RDP server  Linux SSH server
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Mopran Moura web Kanenpaps BKC Bitrix Terminal access SSH test ucory
il@ ® @ G’s profi)
1
CKMIN c naponem Texakcnept cKkun UncTpykTaxu TUC-Mpodu
Beb
Anpec: n
MCTOpVIFI BXOO0B B Be6-nopTan AaHHOro nonb3oBaTernA
Login time IP address Duration Operating system
2021/07/09 - 21:30:24 192.168.100.235 12 seconds & Mac
2021/07/09 - 21:29:35 192.168.100.235 16 seconds & Mac
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be3onacHOCTb yaanieHHOro cCoTpyaHukKa
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UserGate Client - areHt SUMMA:

= BUOUMOCTb COObITUN 6€30NaCHOCTU;
= KOHTPOJIb YCTPOUCTBA;

= [OCTYMN C HYy/NIEBbIM OOBEPMEM.
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C6op nHdopmauumm c yctpoucTaa

HudopMalua o KoHeuHoM ycTpoicree [Entensys.window.endpoint.SystemInfoDialog]
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[ HKEY_CLASSES_ROOT
+ [ HKEY_LOCAL_MACHINE

P

Cratyc:  OwnaiH

MocnegHwe ganHele 16 asrycra 2022, 07:52
nonyyeHsi:
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C6op nHdopmauum c ycTpoucTBaa:

= COCTOAHWE, NaMATb 1N NPON3BOANTENBHOCTD;
= H6e30nacHoOCTb;

« USB-ycTpoucTtsa;

= 3/IEMEHTbI aBTO3arpy3Ku;

= [POLECCHI;

= CIYy>Obl;

= KJIOYU peecTpa;

= NporpammHoe obecneyveHme;

= YCTaHOBJIEHHble OBHOB/IEHMUA.
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[MepcoHanbHbIU MeXceTeBOou IKpaH

CBOMCTBa NpaBu/ia MeXXceTeBoro 3kpaHa [ Entensys.window.endpoint.FirewallRulePropertiesDialog]

oo (SIS e P e Py == pep— T )

BKNOMEHO: VI

Hazgarue: | |
Onucaxwe:
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Lecrame: @ 3anperus v
JKypHanuposame: O

BCTasuTb: BHM3 CMCKa NpaBun v

comm | omem_

www.usergate.ru | sales@usergate.ru




Jil" UserGate

NAC

[Tpodpmnm yCcTpOUCTB:

= MPOAYKT,;

= NpOoLecc;

= 3anyLieHHanA cnyxba;
= KJTHOYM peecTpa;

= YCTaHOBJIEHHbIE OOHOB/IEHNA.
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VPN

» Client2Site — IPSec/L2TP, IKEV2;
= SSL VPN;

= «MIpUHYAnTEeNbHbIN>» VPN.
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JKcnepTtusa, loC

[laHHbIE N3 NIOroB, KOTOPbIE MOXXHO 000oraTuTb
N HAUTW cnenbl KOMNpomMeTauuu:.

»« |P-apgpeca;
= [JOMEHDbI;
= MIMEHa 1 Xewwun pannos;

= BETKU peecTpa.
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EDR/XDR

Extended

Cetun
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ZTNA

My6nnyHoe obnako
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Yandex
Cloud )—_

Fat

YacTtHoe obnako
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Cnacunb6o
3a BHUMaHue!

UBaH HepHoOB
MeHen>xep No pas3BUTUIO

+7 (983) 129-13-06
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