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HemHoOro ncropum (..5

@ MocraHoBneHue MpaButenbctBa P® ot 16.11.2015 Ne 1236 «O6 ycTtaHOBnNeHUu 3anpeta Ha OOMNycK NporpaMMHOro obecrneyveHusi, NPOMCXOASLLEro U3 UHOCTPaHHbIX
rocynapcTB, A5 Lenen oCyLeCcTBNEeHNUs 3aKynok Ans obecneyeHns rocyaapCTBEHHbIX U MYHULMNANbHBIX HYXO».

MocTtaHoBneHue MNMpaButenbcTBa PP ot 26.09.2016 Ne 968 «O6 orpaHMyYeHMaX U YyCNOBUSIX A0OMNyCcKa OTAENbHbIX BUAOB PaanO3NEKTPOHHOM MPOAYKLMM, NPOUCXOOSILLNX
13 UHOCTPaHHbIX FOCYAapCTB, ANS Lene ocyLwecTBNEHNs 3aKynok Ans obecnevyeHunsi rocyapCTBEHHbBIX U MyHULMNANbHbIX HYXA».

MocraHoBneHue MpaButensctBa PP ot 23.03.2017 Ne 325 «O6 yTBEpXOEHUM OONONHUTENbHBLIX TPeGOBaHWI K nMporpaMmamM Ans SMeKTPOHHbIX BbIMUCIUTENbHbIX
MalVH 1 6a3am [aHHbIX, CBEAEHUS O KOTOPbIX BKIHOYEHbI B PEECTP POCCUINCKOrO MpOrpammHOro obecneveHusi, 1 BHECEHUU M3mMeHeHu B [NpaBuna opMmMpoBaHus u
BeJeHWs eJHOro peecTpa POCCUNCKUX NPOrpaMM ANst SNEKTPOHHBIX BbIYUCIIUTENBbHBIX MaLUMH 1 633 faHHbIX».

MocraHoBneHue MpaButensctBa PP ot 23.03.2017 Ne 325 «O6 yTBEpXOEHUM OONOMHUTENbHBLIX TPEGOBaHWI K nMporpaMmamM Ans SMeKTPOHHbIX BbIMUCIUTENbHbBIX
MalVH 1 6a3am [aHHbIX, CBEAEHUS O KOTOPbIX BKIHOYEHbI B PEECTP POCCUINCKOrO MporpammHOro obecneveHusi, 1 BHECEHUM M3meHeHu B [NpaBuna opMupoBaHus u
BeJeHWs eJHOro peecTpa POCCUNCKUX NPOrpaMM ANst SNEKTPOHHBIX BbIYUCIIUTENBbHBIX MaLUMH 1 633 faHHbIXY.

«Ctparterus pa3BuTus nHcopmaLmoHHoro o6uectBa B Poccuiickon ®eaepauum Ha 2017-2030 roabl», yTBEpXXaAeHHas ykaszoM NpeaugeHTa Poccuiickon ®epepauum
oT 9 masa 2018 r. Ne204, onpenenvnna HeobxoauMocTb 06ecneveHns TEXHONOrMYECKOM U MPON3BOACTBEHHOW HE3AaBMCMMOCTY U MHADOPMALIMOHHON 6e30nacHOCTH.

Mpuka3 MuHUcTepcTBa LMPOBOro pasB1THUs, CBS3M U MacCOBbIX KOMMYHUKaLMih poccuinckon chepaepaumm ot 20.09.2018 Ne 486 «O6 yTBEepXAEHUN METOQNYECKMX
pekomMeHaauuii No nepexody rocyAapCTBEHHbLIX KOMMaHWM Ha MNPEVMMYLLECTBEHHOE WCMOMb30BaHWe OTEYECTBEHHOTO MPOrpaMMHOro obecneyeHus, B TOM uucrne
OTEYECTBEHHOMO OHMCHOrO NPOrpamMMHOro obecrneveHns»

Mpuka3s MunkomcBsisan Poccum ot 04.07.2018 N 335 «O6 yTBEpXOEeHWM METOAMYECKUX peKoMeHOauui Nno nepexofy OpraHoB WCMOMHWTENbHOW BnacTu CyObekToB
Poccuiickonn degepaumm 1 opraHoB MECTHOIO caMoynpaBneHns MyHuumnanbHbix obpasoBaHuin Poccuiickon degepaumm Ha UCMONb3oBaHME OTEYECTBEHHOrO OUCHOrO
nporpaMmMHoro obecneyeHus, B TOM 4Y1crie paHee 3aKynseHHoro opMcHOro NporpaMmmHoro obecnevyeHns»

Q @0 60 OO

[OMpeKTUBbI O NO3TaNHOM Nepexoae roCKOMMNaHU Ha oTe4yecTBEHHOEe NporpaMmmHoe o6ecneyeHue ot 06.12.2018

lNepebie Memoduku umnopmo3samew,eHusi cooepxxanu peKkoMeHdayuu (UHOUKamopbl, CPOKU) U
100x00kl K OpeaHu3ayuuU npoeKma UumMnopmo3ameweHus
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HoBble BbI30BbI é‘,

CtpaTternyeckas ceccmst 06 nMnopTo3ameLLeHnn NnporpaMmHoro obecnedenus B otpacnsax. 13.09.2022 r.
Hoknag M.B. MuwycTtuHa

«lMpe3ngeHT nopy4un HamMm obecrieyums MexXHOJ/102UYEeCKY0 He3agucUMOCMb Om UCI0/Ib3yeM0oc0 UHOCMpPaHHO:20 rnpocpamMmMHOc0
obecrieyeHus, cmumMyriupogamsa Cripoc Ha Hawu I'I,OOOmebI. OTO OYEHb BaXKHO B YCNoBUAX BHELLHEro gaBleHndA».

Bcero 6bino BbisSIBNEHO Nouth 400 8ud08 KOpriopamueHO20 rpoepamMMHO20 0becredeHus, Mo KomopbiM busHec nodmeepourn
Kpumuyeckyto 3asucumocms om umnopma. O6bEM eXerofHbIX pacxof4oB YacTHOIO CEKTOpA Ha MOKYMKY JINLEH3UIA, BHEOPEHNE U
noagep Ky cocrtaensaet npumepHo 200 mnpa pyonen.

OpHako 951 80% uHocmpaHHO20 coghma ecmb Hawu aHaso2u, NPUYEM Mo TPeTU NPUMEPHO NO3WLMIA NpeacTaBreHo ABa v bonblue
OTEeYEeCTBEHHbIX BapuaHTa. To eCTb CUTyauus B LiesIoM KOHKYPeHTHas. M rnaBHoe — y 6onee YyeM NonoBMHbl BCEX NPeACTaBeHHbIX Ha
PbIHKE POCCUMCKUX PELLIEHUI CpeaHUA MMBO BbILLE YPOBEHb 3penocTu. VX He Hy>XHO AenaThb C HyMsi, @ HYXXHO «JOKPYTUTb» U
MCMonb30BaTh.

Ho ecTb 1 Te, KTO NpegnoYnTaeT nepexaarb, apryMeHTUpYst TEM, YTO OHM BCE Kynumnu, BHeapwnu, 6yayT ncnonb3oBaTtb TO, YTO €CTb,
~o  CKOJbKO Oynet BO3MOXHO, a TaM nocmoTpaT. Obpallach KO BCEM, KTO L€ He BKITYMICS B 3Ty paboTy 1 He 0COo3Har NocneacTBus
4[]  TaK1X BO3MOXHbIX BAPNUAHTOB. Bce knrodesble murbi cucmem U npuioxeHuUl Mbl MiaHUPyeM omHecmu K 06bekmam Kpumu4eckoul
- UHOopMayuoHHOU UHppacmpykmypsl. Y no kaxdool u3 nosuyuli lNMpasumenscmeom 6ydem ycmaHoerneH huHaibHbIl CpOK nepexoda
Ha poccutlickoe rpospammHoe obecriedeHue. MoaToMy, KOnneru, He 3aTArMBanTe U NPUCOEANHSIATECD.

beKTbl KDUTUYECKON UH MaLUOHHON UH TRYKTYPbL — MHPOPMALIMOHHbIE CUCTEMBI, MHPOPMALIMOHHO-TENEKOMMYHUKALMOHHbIE CETU, aBTOMATU3MPOBaHHbIE CUCTEMbI
ynpaBneHust cybbekToB KpUTUYECKON NHOPMaLMOHHON MHAPACTPYKTYPbI.

Cy6beKTbl KpUTUYECKON MHADOPMALIMOHHON MHAPACTPYKTYPblL — FOCYAapPCTBEHHbIE OpraHbl, FOCYAapCTBEHHbIE YUPEXAEHWsl, POCCUICKMEe opUanYeckne nuua u (Unu) uHauBuayassHble
npeanpuHUMaTeny, KOTopbIM Ha NpaBe cOB6CTBEHHOCTU, apeHAbl UMW Ha MHOM 3aKOHHOM OCHOBaHUW NpuHaanexaT MHPOPMAaLMOHHbIE CUCTEMbI, MH(POPMALIMOHHO-
TENEKOMMYHUKALMOHHbIE CETU, aBTOMaTU3VPOBaHHbIE CUCTEMbI YNPaBIieHNs!, (PYHKLMOHMPYIOLLIME B Chepe 30 paBOOXPaHeHWs, Hayku, TpaHCrnopTa, CBSA3W, SHEPreTUKn1, GaHKOBCKOW
cdepe U NHbIX cdepax PUHAHCOBOTO pbiHKA, TONNIMBHO-9HEPTETUYECKOro KOMMNekca, B 0bracT aToMHOM SHeprumn, 060poOHHON, pakeTHO-KOCMUYECKON, rOpHOA0ObLIBatOLLEN,
METarnnypruyeckoi 1 XMMUYeCcKon NPOMBbILLIIEHHOCTU, POCCUIACKME topuandecke nuua u (Unu) uHanBUAyarnbHble NpeanpuHUMaTenu, KoTopble obecrneynBatoT B3aumonencTamne
yKasaHHbIX CUCTEM UMK CETEN.



KnioueBble ocobeHHocTM noaxona MpuHaTom

K AMNOpPTO3aMeLllleHNIo

NMoHnmaHne npouecca

Ha BCeX 3Tanax:

npakTuka
KOMMETEeHLMM
MEeTOA0r0orns
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O

CobCcTBEHHbIE
pa3paboTkn 1 cpeacTea
aBTOMaTmn3aumn:

=  WHBEHTapu3aums
= MUrpauus
= yNpaBneHue



EavHasa undpoBas ctpaterna Pocatoma

ELIC 4.0
YYACTUE B LUDPPOBbLIE BHYTPEHHAA
LNPPOBU3ALIUU PO NMPOOYKTbI LNOPOBU3ALINA
= [JOpOXHbIe KapTbl MO = MpoaykTusauus = EanHas apxutektypa
CKBO3HbIM TEXHOMNOTMSIM apKeTUHr
= CBA3b yHKLUMI
= KBaHTOBbIE BbIYMCIEHUSA = MNpopaxu 1 6usHeca
= HoBble Npon3BoACTBEHHbIE = OTpacneBoii 3aka3
TexHonornm
= VIMnopto3ametleHune
= NmnoptosamelueHne PO
Pa3pa6oTku
BazoBble JOKYMEHTbI «ana cebsi» u nepBasi UT-npoekTbl

npoaykrusauus

~

CKBO3HbIE LN®POBbIE TEXHOJIOI'MU U YNPABJIIEHVE OAHHBIMU
CTPATErMYECKUE NAPTHEPCTBA N M&A

OPFAHU3ALIMOHHbIE USMEHEHUS B PAMKAX LIUGPOBOW TPAHC®OPMALIMU
LM®POBbLIE KOMIMETEHLUWN U KYNIbTYPA
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Lincpposas akoHOMMKa

CKBO3Hble LU POBbIE TEXHONOMMUU
1 ynpaeneHue faHHbIMM

LindbpoBble npoayKTbl U MapKETUHT

Lindposursaumsa npoueccoB coopykeHunsa AAC,
BKMNtoYas undppoBbie ABONHNKM ADC

Lindpposoe nmnoprosameLleHmne

EanHaa undppoBas nnatgopma aToMHOM
oTpacnu

NHdopmaumoHHas 6e3onacHoCTb
LindpoBble KOMMNETEHUUN U KYIbTYpa

OpraHu3aunoHHble U3MEHEHUS B
pamMKkax undgpoBor TpaHcdopMaLlmm



MpoakTuBHbLIN Nnoaxon Nockopnopaunm «PocatoMm» K UMMNOPTOHE3aBMCUMOCTHU f.‘,
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HoBble Npon3BoACTBEHHbIE [MpoekT nmnopTosameLleHns pabounx MecT peanuayeTcs B COOTBETCTBMM C NMPOTOKONOM
TexHonornu 3acefaHus ynpaensHoLLEero coBeta cTparernyeckomn nporpammel «Lincdposon Pocatom»

MokasaTenu nmnoprosameLlueHns

TVII'IOBaH oTpacneBas aBTOMaTU3NPOBAHHbIX paGO‘-WIX MecCT
UHpacTpyKTypa (APM) B oTpacnu, % (wr.)

3aka3uuk: ['ockopnopauns «Pocatom»

OTpacneBoe TUNOBOE
ABTOMAaTU3NPOBAHHOE  mum) Crparernyeckue uenu:  axiiMporos

pabouyee mecto
m Cosnatb UT-nangwadt — Mnan
pabounx mecT Ha 6ase

AoKymeHToobopoTa
m K koHuy 2022 roga nepeBectu
Ha nMmnopToHe3sasucumoe MO He
ERP mMeHee 65% pabounx mecTt 4300
oTpacnu, a K koHuy 2023 roga —

2020 2021 2022 2023
100%

[7%}) noadepkka MMNopTo3aMeLLEHUST —= MNoAdepkKKa BekTopa passuTtus obbektoB KN




MmnopToHe3aBucuMoe paboyee mecto: coctaB NT—peLueHns (..3

OMNMEPALIMOHHAA CUCTEMA:

A
ASTRA LINUX |

3ameleHne OC Windows,

OCHOBa A1 pa3BepTbiBaHUA
MMMNOPTO3aMELLEHHbIX PELLEeHWiA Ans
nonb3oBarens

O®UCHbIN NAKET:

a MonOdpunc

Bba3soBbIi Habop nporpamm
Ansi paboTbl C TEKCTOBBIMU
OOKyMeHTamu, Tabnvuamu,
npe3eHTauusmm .

OoNe

Cocras MO onpepensietca UT-
noapasaeneHMeM NpeanpusaTus ¢ y4eTom
ocobeHHocTel

TPUHATOM
MPOCTbIE PEWEHUA
POCATOM

BPAY3EPbI:

Anpekc.Bpaysep Y

lNonHoLueHHbIN aHanor
pewenunn Windows

NHO®OPMALIMOHHAA
BE3O0MNACHOCTb:

Cpencteo
aHTVBUPYCHON
3aWwunThl

= CpencTtso 3aluThl

OT HECaHKLIMOHMPOBAHHOIO
goctyna

Ha HoBOM paGoyem mecTe OOCTYNHbI:

JIBM* ¢ OC Windows, KoprnopaT/BHbIE CUCTEMbI, MOYTOBbLIV KIMEHT, MPOCMOTPLLMK

rpachmnyeckux cannos, cpeacrtea pabotsl ¢ pdf-gokymeHTamu, cepeuc BKC,
KOprnopaTuBHbIN MecceHaxep n apyroe npuknagHoe MO.

*MNokanbHas BupTyansHas mawmuHa ¢ OC Windows, 3anyckaetcsi kak npunoxeHue B okHe OC Astra Linux.
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MeTononorus peanusaumm NpoeKToB MMnopTtosamelieHmsa UT 6,

KOMIMJIEKCHAA METOOOJTIOIMA NMPOEKTOB UMIMOPTO3AMELLUEHUA OBECNEYUBAET:

[@apaHTMpoBaHHYHO
murpauuto APM Ha

KoHTponb CPOKOB 1 pecypcoB npoekTa ‘ Pa6otocnocobHocTb NT-
nMnopToHesasucumoe MO

mMurpaumm B cootsercTeum ¢ MNCP* NHPACTPYKTYpPbl B Nepnog Murpaumm

NOTOKU PABOT METOAOJIOIMA |:> MACNOPT NPOEKTA

1. CO3OAHVE U COMPOBOXOEHME S 6. ABTOMATMSMPOBAHHBIE CPELCTBA MUMPALIM
CTAHOAPTHbIX OBPA30B APM 4 :):}
=~
2. O®WCHBIE MPUKIAIHBIE CUCTEMBI @—G L Ayggé%&%%ﬂggz%ﬂmm MEPEXOMA
3. PABOTA C MH®GOPMALIMOHHBIMY CUCTEMAMM " 8. MHOGOPMALIMOHHAS BE3OMACHOCTb
| Corm—
' 4. CO3[AHVE UT-MHOPACTPYKTYPbI [.J-o

* npoussodcmeeHHasi cucmema Pocamom 8
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3Tanbl npoLecca MMNOpPTO3aMeLLeHus 6,

, > 2 > A D

OBCNENOBAHVE POEKTUPOBAHME | PA3PABOTKA | TECTOBAS . MACCOBAS! MUrPALIUPOMBILLNIEHHAS] | CEPBUCHAS
i i i . MUIPALMA ' . QKCMNYATALUA i

KoMnneKkcHbI aHanua | TEXHUYECKNX PELUEeHn | W BHEQIPEHWE Bblﬂe]‘le:leIX paGounx 1 TMp&XNpOBaHMeE H ! NOAAEPKKA
WT-nHcppacTpykTypbl ¢ | (MHPACTPYKTypHble | TEXHUHECKOTO ‘. . : 1
1mcnon$gsa£4ye Myp : E) . uc};z Mﬂ)?y yp ' pewenns ans | MECT C NOMOLLbIO : - Cpava pa6ot ' Dorosop SLA
iaBTOMaTVISVIPOBaHHbIX | obecneyenms | TEXHUHECKOTO peLleHus | SaKAIMKY. ‘

petueHnit - PaspaGotka | coBMECTMMOCTM. . . - Beop cucTem B ]

; : | TEXHUYECKOTO MPOeKTa | : | | aKcnnyarauumio. :

PaspaBoTka aopoxHoit | Mepexona Ha | Crenavposarime, ' " 1

:Kapm npoekTa | oTeyecTBeHHoe MO | cosfdaHue TeCToBOW i ! . OpraHusauus cnyxo6bl

: ; : nabopatopuu : i | noAAepxXKM no |

Moarotoska ' MoparoToBKa METOAWKM 1 | i ‘ ! BHEAPEHHbLIM CUCTEMAM |
aHanuTMyeckon sanuckn | NNaHa nepexona ¢ | | | | M TeX.peLIeHmsM

«AHaNM3 | Mcronb3oBaHMem | ! ! ! ;
MHMPaCTPYKTYpPbI» | TEXHNHECKUX PELIeHMN | cO3NAHUE LIEHTPA ! : : ;

MoaroToska oTueTa 06 | KOMNETEHLIAK

OLEHKe NMPUMEHUMOCTU | 6a3a 3HaHui 1 1 : !
oTeyecTBeHHbIx OC ' | M0 TUMNOBbLIM : : :

Mporpamma v meToauka ! | MHUMASHTAM, 1

McnbiTaHUN ' | OpraHusaums ! ' ; :

w w | TEXNOALEPKKN i i i :

: ! ! OBYYEHME ! | : !

| nonb3osatenen :

‘ . | 1 aMUHUCTPATOpOB | ‘ ‘ :

‘ 90 2 Hed.——+——— o 1 mec. ————— 30 3HEd. — i 3o 3 Hed. ————— om 1 Mec. ———— 30 2Hed. —— CPOK MOAOEPKKU—

£ 9

- aBTOMaTn3npoBaHHbI€ 3Tanbl NPOeKTa
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KoMmneTeHuun MpuHaTOM B UMNoOpTO3amMeLLeHUm 6,

ObecneynBatoLLe MepONpUATUS

MHdopmaumoHHas 6esonacHoCcTb
(koHCaNTWHr)

[NocTpoeHune
MMMAopTO3aMeLLEHHON
UT nHdpactpyktypsl APM

TexHuyeckasa nogaepxka
- - NMMNOPTOHE3aBNCUMOW
WT vHdpacTpyKTypbl

lMocTpoeHne nvnopTo3ameLleHHON
UT nHdppactpykTypbl IO

ObyueHune

10



O6ecneuynBaloLme MeponpusaTUS {..3

TPUHATOM
MPOCTbIE PEWEHUA
POCATOM

MPOBEJEHUE OBCINEOOBAHMA N AHANN3 CYLLECTBYIOLWEWN UT-MHOPACTPYKTYPbI:

= aKTyanbHas MHopmMaums nNo MHpPacTpyKType cocTas, kon-Bo MO n annapaTHbIX KOMMOHEHTOB (MHBEHTapM3auus)
= BbIOOpP onNTMManbHOro ote4ecTBeHHoro N0

= OUeHKa MogepHusaumm APM 1 coOOTBETCTBME OTEYECTBEHHBIM PELLEHUSM

= OLeHKa roTOBHOCTU MHPpaCTpyKTypbl Kk nepeBoay Ha otedectBeHHoe 10

BbIPABOTKA PEKOMEHOALIM MO CPOKAM U OBBLEMY MEPEXOLA
HA OTEYECTBEHHYIO N UMIMNOPTOHE3ABNCMYIO NHPPACTPYKTYPY:

= [OPOXHblE KapTbl;
= NnaHbl-Tpacukn Nepexoaa Ha UMMNopToHe3aBucumyo MT—mHdpacTpykTypy
= BbIBOP OTEYECTBEHHbIX NPOAYKTOB AN 3aMELLEHNUA UMMOPTHBLIX aHanoros.

BbIBOP MUJTOTHBLIX MIOWALOK M NMPOBEOEHME NMUITOTUPOBAHUA
=« TecTtupoaHue u anpobaums BbIBpaHHbIX OTEHECTBEHHbIX pelleHnn B Bawen UT-uHdpactpyktype

AHAN3 PE3YNBTATOB, JOPABOTKA V1 TUPAXVMPOBAHUE PELLEHN

=  OBO0CHOBaHHbIN BbIBOP OTEYECTBEHHbIX PeLLIEHUI

=  ®opmuposaHme eguHon NT-koHuenumn. CTaHgapTmMsaumnsa n yHndumkaums

= [lnaHnpoBaHue n passuTtne NT-nHdpacTpyKTypbl HA UMMOPTOHE3ABUCUMMbIX PELLEHMSAX

11



Rgﬂpoeﬂue mMnopTto3sameweHHoN UT-nHd pacTpyKkTypbl

MocTtaBka HoBbLIX APM
(BKItOYasi TOHKUX KIMEHTOB),
B TOM Yncne

Ha OTeYeCcTBEHHOM
anemMeHTHon 6ase

MocTaBKa NULEH3NNn
CUCTEMHOIO U MPUKNagHoro
nporpaMmHoro obecnevyeHus

LleHTpanu3oBaHHasa HacTponka
APM ans pabotbl B
MMMOPTOHE3aBUCUMOW

T nHpacTpykType

MoaxkntoveHne APM
K MMNOPTOHE3aBUCMMbIM 6a30BbIM
T cepsucam

Murpauus cyLiecTByoLWnx y
3akasunka APM Ha oTeyecTBEeHHble
onepaunoHHble CUCTEMbI C MOMOLLLIO
aBTOMAaTU3NPOBAaHHbIX CPeACTB

POCATOM

0 TPUHATOM
‘.’ MPOCTHIE PEWEHNS

= OGecneyeHue paboTbl
nonb3oBartenen
Ha MMMOPTOHE3aBNCHMbIX
APM c npunoxeHuamu,
B TOM YMCIIE C TEMU,
KOTOpble He MOryT BbITb
MMMNopTO3aMeLLEHbI

12



(IR
cpeacTea cepBepHble
BMpTYyanusaumm

onepauunoHHble
N Knacrtepumdauunm

CUCTEMDI

| |

6a3oBble
NT—cepBucel

(CBUTC)

MOCTABKA MNMPOIrPAMMHOIO OBECIEYEHNA LIOA

L

UL @D
T
cpeactBa

TEeNEeKOMMYHUKaLNOHHOEe
BblYMCNUTENBHOWN 060pyp,OBane
TEXHUKN

| |

NAK

KpunTo3awnTbl
KaHalioB CBA3U

MOCTABKA OBOPYNOBAHUA LIOA

|

NocTpoeHne nmnoptoHezasucumon UT-nHpactpykryposl LOO

TPUHATOM

MPOCTbIE PEWEHUA
POCATOM

O

PA3BEPTbIBAHVE MHOPACTPYKTYPbI LIOT

13
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BHeapeHue cuctem MHcpopmaLMOHHOM 6e30nacHOCTHU é‘,

[&]| CPEACTBA SALMTEL e == AHTMBUMPYCHbIE PELIEHUS
NHOOPMALIM P

= Kaspersky
= CepTMdULNPOBaAHHbIE p . Dr.WEB
OTeYeCTBEHHbIE ONepaLMOHHbIe @
cuctembl: Astra Linux SE, Anbt 8

Cn, PEQ OC

= HanoxeHHble cpeacTea: Dallas
Lock, SecretNet, AHkapg,

' MPOAOYKTbI YIMPABJIEHUA
777777777 - MONTHOMOYNAMW:

- , = |AM — obecneyeHne MHOrogakToOpHOM
CPEACTBA g ayTeHTUdUKaumnen coTpyaHUKOB

* g * KPUOTOSAWMNTLl -7~ 1 co3gaHve eanHoON TOYKM JocTyna
) NH®OPMALIN k T cricTemam KomMnaHum
T e = PAM — ynpaBneHue goctynom
= MporpaMMHo—annapaTtHble NPVBUMErMpoBaHHbIX NoMb3oBaTenen
komnnekcbl: KoHTMHeHT, MHgpoTeKC, @ K UT—cmuctemam KomnaHum
Kpuntollpo, C—Tteppa.

! « [14C — nnatdopma gOBEPEHHBIX
= nporpaMmmMmHoe obecneveHue: : CEepBUCOB, CO3flaHHas ansi paboThbl
Kpuntollpo, AnnaguH, Aktns—Codr, ¢ YKOI /YH3MM B UC, yuét

C-Teppa, NHpoTeKC (5) 1 pacnpocTtpaHeHne CK3W.

CO30AHUE CUCTEMBI
NHOOPMALIMOHHOW BE3OMNACHOCTHN 1



TPUHATOM
MPOCTbIE PEWEHUA
POCATOM

TexHuYeckasa noanepxKa UMNOPTOHE3aBUCUMOM e,
UT-nHdpacTpyKkTypbl

</>
COMPOBOXOEHVE TEXHUYECKAA N TAPAHTUNHASA NMOOAEPXKA PASPABEOTAHHbBIX
MOJIb3OBATEJIEN BO BPEMA MOOAEPXKA OBOPYOOBAHUA N BHEOPEHHbBIX TEXHUYECKKX
MPOEKTA W NMPOIrPAMMHOIO PELUEHWN
OBECIMEYEHUA
= OpraHusaums ueHTpa = OnbITHasa akcnnyaTauus,
TEXMNOAAEPKKM aHanu3 MHUUOEHTOB,
nons3osarenem (3 ypoBHs) XypHanupoBaHue cobbITui
= TexHumyeckas nogaepkka = KoHcanTuHr no passuTtuio
agMVHUCTPaTopPOB (3 NNHKSA) 1 BHEOPEHUIO
YHKUNOHANBbHbIX

CEepBuCoB

15



O6y4yeHne n KOHCynbTaLlMOHHbIE YCITyTH

ana nMmnopTto3ameLlleHus

BUPTYarnbHbIN
y4ebHbIN Knacc

pa3paboTka
WHAMBMAYaNbHbIX
KypcoB

npakTuyeckme
nporpamMmsi

CMoCcobbl OBYYEHUA

OE'/O
L

OYHO—3a0o4Hoe

ONCTaHUMOHHOE

TPUHATOM
MPOCTbIE PEWEHUA
POCATOM

O

PECYPCbI

= AHO OMno
«TexHuyeckas
akagemus Pocatoma»

= y4YebHbIX LLeHTPOB
BEHA0POB

= COOCTBEHHbIX
cneynanmcToB

16



KnrouyeBble ocobeHHocTn noaxoaa MpuHaTom

K AMNOPTO3aMeLLleHNIo

NMoHnmaHme npouecca

Ha BCEX 3Tariax.:

npakTuka
METOA0Mnorms
KOMMETEeHLUM

TPUHATOM
MPOCTbIE PEWEHUA
POCATOM

O

CobcTBEeHHbIe
pa3paboTkn n cpeacTaa
aBTOoMaTU3aLUU;

= VHBEHTapu3auus
= Murpaums
= ynpaBneHue

17



CpencTBa aBTOMaTU3aLMM UMNOPTO3aMELLEHWS. (..3
AtoMm.[MopT — cuctema ynpaBrneHUss KOHpUrypaumamm

POCCHECEAS QEIEPALEA
T Nl

sssass & Y sssas

U

CBUIETEJIBCTBO
0 TocyaaPCTREHNON perkerpu IpOrPaXNN 118 BV

N 2021665527

Cucresa ynpanaenns xongurypanmssun <ATos Tlopr:

stz AKHUUONEpHO 0Butecms0 "Tpunamon” (RU)

st Aprsiayn: Baaousup Fopoesus (RT)

AHNNOM
naypeara

COMNEWS 'g
AWARDS 2021

Jlyumee widposoe pemrenye
B IOCY/[apCTBEHHOM CEKTOpe

warpamaaerca
AO «Ipunatom»
nnnnnnnnnnnnnnn

Cucrema ynpasienus

xondurypamsamu «Arom.Ilopr»

nnnnnnnnnnn

B

MUHBeHTapu3sauma

NT-nHPpacTpyKTypbI

TPUHATOM
MPOCTbIE PEWEHUA
POCATOM

NMPEMMYLLECTBA CUCTEMDI

B peectpe oteuectseHHoro MO (3anucb N214838 ot 12.09.2022)
NHBeHTapmnsauma APM —3a 2 MUHYTbI.
MoAnHbIM UMKN Murpaummn ogHoro APM B 3,5 pasa 6bicTpee py4HOro pexxmma.

MobegnTtenos HoMmMHauMm «Jlydwee UMPPOBOE peLleHme B roCySapCTBEHHOM
CeKTope» Nno Bepcun nsgatenbckol rpynnol ComNews

— | =il
| L]
o—IL...] =]
. . C———"
Mwurpauua YnpasneHue
Pabounx mect MmnopToHe3aBucMMom
¢ Windows Ha Linux rmbpugHo

UT-uHpacTpyKTypoOi 18



CBUTC - aHanor cepucoB MS Windows

CBUTC — cuctema 6a3oBbix UT-cepBuCOB Ans ynpaBneHusi UMNopToHe3aBUCUMOWN
UT—-unHdpacTpyKkTypomn

TPUHATOM

O

POCATOM

BO3MOXXHO HE3aBMCMMOoE

MPOCTbIE PEWEHUA

MCMNoJNb30BaHMe OTAerbHbIX

nopcuctem CBUATC.

O6meH channos

NMPEMMYLLECTBA CBATC:
© o
dYHKLMOHar, aHanornyHbIn NMPVBbLIYHBLIN BU3YyarbHbIN cepBuchbl paspaboTtaHbl Ha 6a3e
cuctemam Microsoft nHTEepdenc, NpubnNmKeHHbIN nmnopToHesasucumoro MO
k Microsoft
CEPBWCBbI YMPABNEHNA MMMNOPTOHE3ABCUMOW MHOPACTPYKTPYPOW
Mogcuctema cryx6bi BasoBble ceTeBble YnpaeneHue g alpElnistall
KaTanoros cepsuchl (DNS v DHCP) KoHcurypaumsimm MK ielnlelzta(Elrlala) )
pacnpocTtpaHeHnem MO

v

MS Active Directory

MS System Center Configuration Manager
MS Windows Server Update Services

MS OneDrive

19



OnbIT cozgaHuAa nmnoptoHesaBucumon UT-mHd pacTpyKTypbl 6’

ea;TAPM

Paspabotka TAPM cotpyaHuka 'K «Pocatom»
POCATOM (OC, oduCHbIN NakeT, oTpacrneBble CepBUchl)

470 AP

lMepeBoa pabounx MeCT roccnyxaLmnx
B 30 opraHusaumsx Tomckor obnacTtu

WpkyTckas obnactb
MmnopTo3amelleHre nHdpacTpyKTypbl

Lon

270

&,

HUay

Zlee 7]

TPUHATOM
MPOCTbIE PEWEHUA
POCATOM

2 300 APM

I'IepeBo,q MI/IHI/ICTepCTB n BegomMCTB
YensabuHckon obnactu Ha otedecTtBeHHoe [10

9 000 APM

MepeBog APM paboTtHukoB PXX[ Ha
poccuiickoe N0(2020-2021) n BHeapeHue
cuctembl 6a3oBbix NT-cepsucos (CBUTC)

MpoekTnposaHue nepesoga APM HUAY MUOU
Ha oTeuvecTBeHHoe O

Moamomy, konneau, He 3amsi2uealime u npucoeduHsilimecs!

M.B. MuwycmuH

20
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PeweHusa aona nmnopToHe3aBMCUMON
UT-nHdppacTpykTypbl LLOA (1/2)

WNHdpacTpyKTypHblE CEPBUCHI:

0

<)

TPUHATOM
MPOCTbIE PEWEHUA
POCATOM

CNY)KBA YMPABJIEHVE YACTHOE KOPMOPATUB-HAA APEHIOA
KATATIOTOB KOHOUTYPA- OBJIAHHOE VDI MO4YTA BKC WMHTEIPALIN- MUTPALMA APM BbIMVCINNTENIb—HbIX
LAMU XPAHNNALLE OHHAA WNHA MOLWHOCTEN
VMWare Horizon Microsoft Teams, - SAP PI, Oracle
MS Active MS SCCM HP, IBM, Dell, Enterprise, MS Exchange . Microsoft Skype Enterprise Service
MS WSUS VM p
Directory Mi waref,t MS Windows Terminal - Server for Business, Bus, IBM Integration yHHas murpauna
Icroso Server Zoom Bus
>« [oacuctema « Mogcuctema " Eé;( «opugoHT- ) = Cuctema
L Cnyx6bl ynpasneHus = Mogcucrema = CommuniGat ynpaeneHus
kararoros KOHdUrypaumsm O6MeHa caitnos - = AT Cepsep e Pro = Atom.Space koHdurypaumsimu - Cepaucel ATomaata
B . -
T CBUTC; 1 APM (CBUTC) CBUTC vpTyanusauum, = Mailion = TrueConf Atom.IMopt (obnaynas
= = Astra Linux « Cucrema = Moit = PE[ ] = RuPost « IVAMCU Atom.Moct « Moacuctema ”Hq’paCprKTygﬁli
< Directory Pro; ynpaenexus Odbuc.YacTHoe BApTYannsaums; « MoiOdmc - = Mind ObHoenenus %’ﬂﬁgg?ﬁ"ﬁgm- ,
- [pyrve KOHchUrypaumsam obnako. = MporpaMmHbIii Mouta PacnpoCTpaHeHUs - | oL ooy
E peLueHus. n Atom.MNMopT KOMMNJEKC CPEACTB Mo CBUTC UeHTp
J

BUpTYyanuaauuu
«Bbpect».
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FTPUHATOM
MPOCTbIE PEWEHUA
POCATOM

PeweHusa aona nmnopToHe3aBMCUMON g,
UT-nHdppacTpykTypbl LLOA (2/2)

==
F<> i UOL:
CPEOCTBA BUPTYANIU3ALIUU U KINTACTEPU3ALIUU CEPBEPHBIE OC cysl
) = QLite Expert Personal
= MS Wind S , N ’
VMWare vSphere Indows Server = Firebird,

= RedHat
edHa = MySQL Community Server

= Astra Linux;

= PEOOC;

= Bbasanbt CMO Anbt Cepsep;
= CentOS (CIMO)

= Debian (CMNO)

= P-BupTyanusauus;

= [MAK «opu3oHT-BC»;

= PE[ BupTyanusauus;

= Anbt CepBep Buptyanusauum.

« PEO CYBA
= PostgresSQL

=
L
J

3AMELLAEM

l% O6opynosaHue LIOL:

CEPBEPHOE OGOPYAOBAHVE cxa T RO EVHORAR e TOE cK3M
s = Ckana-P; = Infotecs;
o = Agpo; Poii = T-KOM; = KpunTollpo;
2%‘- = Hopcu-Tpahc; = Paiigukc = ELTEX; = S-terra;
w . = Aspoauck .
:r'-'EJ = Kraftway; a T = Qtech = Kop BesonacHocTu;
< = Aquarius; * Aapo (Tatnuk) = Keasap;
= DEPO Computers. = CBEMEI/.
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PelweHuna ana nMnoptoHesaBUCUMOM
UT-nHdppacTpyktypbl APM

YTO BAMELLAEM

YEM SAMELLAEM

IBM,

HP, . = Google,
Dell, MS Windows . MS Edge
Asus,

Lenovo u gpyrue

AkBapuyc;
DEPO Computers;
Kraftway;

T-Mnatdpopmbi; = Astra Linux

ICL; ' = Yandex,
o = AnbT JIuHyKC, c

iRU; . PenOC = CnyTHUK
[paBuTOH;

ToHK;

MBI «CBEME»;

Ipyrve
npoussoauTenn.

MS Office

= MonOduc,
=« P7-Ocouc

MO, He umetoLlee
aHarnoros ans
poccuiickux OC

= JlokanbHas
BUpTYyasbHas
MawlunHa,

= TepMUHalnbHblE
cepBepbl,

= VDI

POCATOM

0 TPUHATOM
‘.’ MPOCTHIE PEWEHNS

ctaHgapTtHoe 10
(ymenus pdf,
npocmomp
gpomoepacputi u
m.n.)

8 coomeemcmeuu ¢

YHKYUOHaom ecmb KoMrnemeHyuu
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Omutpun MaHcypoBu4 3amaHoOB

PykoBoautenb HanpaBneHnsa nmnoprosameweHmnsa AO «puHaTtom MpocTtblie
PeweHus»

Ten.: +7 (912) 083-04-54

E-mail: DmMZamanov@greenatom-solutions.ru

AO «'PUHATOM MNPOCTbIE PELUEHUA»

Appec: 115533, Mocksa, 1-n HaratuHckumn npoesg, .10, ctp.1
Ten.: +7 (499) 949 49 19

www.greenatom.ru/solutions
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