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O yem cerogHs1 NOroBOPUM?

e O 3aBUCUMOCTAX
* Kakme onacHOCTU OHU B cebe TaarT?
* OT KOro mbl 3awmuiaemcsa?

* KaK HY}XHO 3alMLLaTLCA?



CoBpeMeHHYI0 pa3paboTKy CIOXXHO
npeactaBuTb 0€3 3aBUCUMOCTEN

@ nuget
@y "
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Ho 3aBUCMMOCTU — 3TO TOXE KOO U OH
COOEepPXUT baru

@ mget
(dwm




CKaHepbl - He NaHauea TyT

« Ha peakuunto Hy>kHO Kakoe-To BpeMs, 9BPUCTMKA He Bceraa
nomoraert

* HekoTopble NPOM3BOAUTENN CKaHEPOB HE CYMUTAKOT HEKOTOPbLIE
doopMbl protestware 4em-To NIOXMM, COOTBETCTBEHHO, HE
BrIOKNPYIOT UX

« HekoTopble ckaHepbl YL N3 POCCUINCKOrO CErMeHTa pbiHKA



[Ipobrnema ropasno wupe

* [locTOAAHHO B3nNambIBalOT pa3paboTYNKOB pa3fIMYHbIX NAKETOB,
no6aBnaAs BpeJOHOCHbIN Ko B X NMPOAYKThI

* /lAHOorga camun pa3paboTynkn JobaBnsT BpeaOHOCHbIN Ko

* B ceTn MOXXHO HaMTK Tbica4n PENKOBBLIX OMONMOTEK, MOXKHO
TONbKO JOraablBaTbCs, YTO OHM cogepXkaT



Kakune eLle yrposbl HECYT 3aBUCUMOCTN?

* YA3BUMOCTHU

* bakaoopbl

« CTnnepeobl

* ManHepbl

* TposAHbI

* LLIndppoBanbLUnKu

* N ap.



YTo B utore genatb?



3anpet oOHOBNEHNN?

e HekoTopble KOMNaHU
3anpeTurn obHoOBNATLCSA
nocrne nogBsneHud
protestware

<
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SLSA

dpenmMBOpPK AN NOBbILLEHUS
YPOBHA 6€30MacHOCTH
nporpaMmmMHoOro obecnevyeHus u
LIENOCTHOCTM LIEMOYKM
NOCTaBOK.

>

https://slsa.dev
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https://slsa.dev/

Threat model

SOURCE INTEGRITY BUILD INTEGRITY

a & 4 4 & 4 A

Developer —>— Source ——>—( Build )——>——| Package |—>— Consumer

O +

Dependencies

A Submit unauthorized change C Build from modified source F Upload modified package
B Compromise source repo D Compromise build process G Compromise package repo

E Use compromised dependency H Use compromised package
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Ho Koe-4ToO B 3TOM eCTb

« 3anpeT MCrorb30BaHuS

phrase/phrase-cli "i‘?{i"

S 4
¢l

latest Thereisno "latest"  §20

- Tem cambIM B criyyae tag in your docker b
NMNOoABJ1IEHNA HeXeJlaTeJiIbHOIo releases
Koga B bmbnuorteke mMmbl G2 commerts
aBTOMaTOM He 3aTalluMm ero K o
cebe |
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3akpensreHne Bepcun NakeTon

"dependencies": {
"@ampproject/remapping": "2.2.0", )
"@angular-devkit/architect": "0.1402.10",
"@angular-devkit/build-webpack": "0.1402.10",
"@angular-devkit/core": "14.2.10",
"@babel/core": "7.18.10",
"@babel/generator": "7.18.12",
"@babel/helper-annotate-as-pure": "7.18.6",
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Co3naHue rnokanbHOro XxpaHunuiia

apTedakToB

* /Ilcnonb3oBaHne hosted-
PEMNO3NTOPUS

* Bbl KOHTpONMpyeTe BCe
3aBMCUMOCTHU

* Bce 3aBucumocCTu BCceraa
OOCTYrHbI. IX HEBO3MOXHO
yoanuTb, 3abrnokmpoBaThb K
HUM OOCTYM
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MckntoyeHne goctyna B rnobanbHyto
CETb

* [1lpaBunbHaa KOHUrypaumua

 3anpeT Ha YpOBHE npasBuI
FW

* Manunynaumna DNS
* l3onauus

* N ap.




3anpeTt 6eCKOHTPObHOro nyLia
3aBUCUMOCTEN

 [1obaBneHmne 3aBUCUMOCTEN B PENO3UTOPUN TOSBKO
OOBEPEHHbIMU NLamMn

* [IpoBepka 3aBncuMocTen npun gobasneHum (MPONCXoXxaeHme
3aBMCUMOCTWN, KONMYeCcTBO 3arpy3ok, Hanndne CVE, Issues,
KOHTPOmNb LIENTOCTHOCTM 3aBUCUMOCTW)

* TecTupoBaHMe 3aBUCMMOCTEN (UCMNONb30BaHME B MNECOYHULE,
oTcnexmsaHue syscalls u 1.4.)

* [lpoBepka COOTBETCTBUA 3aBUCMOCTEWN B OKPY>KEHUW
« Xapgkop: amM3accembnep n 4eKomMnunaTop




Threat model

SOURCE INTEGRITY BUILD INTEGRITY

6 6 6864 & a

Developer —>— Source + Build —>— Package | ——>— Consumer

|
. A -, ' 4
y ,

Dependencies

A Submit unauthorized change C Build from modified source F Upload modified package
B Compromise source repo D Compromise build process G Compromise package repo

E Use compromised dependency H Use compromised package
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KOHTpONb BEPCUN NAKETOB

CB000Za/HHUETO HE CTOMT
* .lock-gpaunrsnbl B peno3ntopumn P i

« 3anpeT nywa B main, TONnbKO
yepes Merge request

 Review nameHsaemsbix .lock-
doannos

* [lpoBepka 3aBUCUMOCTEWN
» 3anpet BnuTUSA 6e3 anpysa GCNUIOHA

* ANpYB HECKOMbKUMU NULLaMM @ﬁi Bﬂﬁﬂ 1) LLU.” w
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Threat model

SOURCE INTEGRITY

BUILD INTEGRITY

A o

Developer —>— Source

A Submit unauthorized change

B Compromise source repo

& 2 & 4 &

Py

—>— Build —>— Package | —>— Consumer

.-/‘4
-

Dependencies

C Build from modified source F Upload modified package
D Compromise build process G Compromise package repo

E Use compromised dependency H Use compromised package
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Icnonb3oBaHMe noanncu

 [Tognnucb KOMMUTOB (-

* [loanucb 3aBUCUMOCTEN

* [lpoBepka ayTEHTUYHOCTU
apTedakToB npu cbopke
NPUNOXXEHUS

 [lognncb camoro NMPUITOXEHUA

* [IpoBepKa apTedaKkToB MNpwu
cbopke obpasa n nognucb
obpasa
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He Tonbko nNuLlb B cOOpKe

* KOHTpOnb ayTEHTUYHOCTH
ob6pa30B Npu pasBepTbiBAHUA

« 3anpeT Ucnosib30BaHUA
HenoanucaHHbIX 0bpa30B
NONMUTUKOU
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Open Source Security Foundation

https://openssf.org

DpenSSF
@ @ @ g Q9 Landscape [IPBHSSF
Q sigstore sigstore  siestore .
g cosign  fulcio gitsign Pl siestore , ,
2 QpensSSF roject c Sigstore is a new standard for
Qo g signing, verifying, and protecting
= > software. It is an OpenSSF project
& o and this landscape is intended as a
= sigstore % map to explore the Sigstore
§ rekor a ecosystem.
<
PN h yL( b
£ NaAAi
\\‘/\  flux @; HELM Co [% s )
N SS ) 1)
@ Artifact HUB HARBOR ’ L) { in-toto JReleaser KUBEWARDEN  Kyverno opcr 5
2o 2
5 S ’
g &'ﬂ o @ python
o =)
= ruT: trivy = Ruby
-
Lo : 7
& caddy O:. a g fl UX ‘k Istio (@Karpenter // 4 SCHENKER E
"~ $ -~
< cilium  python”  fluentbit keptn M auTooesk
£ ]
o > NG 7] "
° NAA =0 . ﬂ .
5 .—% - 600 J(SIL Ockam \::0 e ur! |b3 % RANCHER verizon’
& Knative kubernetes ~ KUBEWARDEN  Kyverno | |NKERD Pulumi  SHIPWRIGHT  JEKTON S

23


https://openssf.org/

He 3abyabTe Npo Kno4yu

* He xpaHuTe 3aKpbITbie KNH4YK
B PEno3nTopun n B
NepeMeHHbIX Peno3nTopus

* icnonbaynte
cneunannsnpoBaHHble
pewieHns Tuna vault
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Threat model

SOURCE INTEGRITY BUILD INTEGRITY
Y )

IRV EYERY

Developer —>— Source —>— Build —>— Package | —>— Consumer

|

.-/)
-

Py

Dependencies
A Submit unauthorized change C Build from modified source F Upload modified package
B Compromise source repo D Compromise build process G Compromise package repo

E Use compromised dependency H Use compromised package
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Ho Kak Toraga komaHgam pas3paboTKu
nccneagoBaTb HOBblE 3aBUCUMOCTU?

 Co3naHue hosted- n cache-
PENO3UTOPUEB

» PasgeneHue cpeabl U CUCTEMDI
cbopku ans dev mn production

* /lcnonb3oBaHue TONbKO
NOoKanbHOro peno3nTopus

apTedaKkToB ans prod et
* I3onnpoBaHHble COOPKU

* [eHepupyemasa cpega cOopku
ans Kaxagoun job

| ACCESS DENIED |
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VIckntoyeHne Bo3OeNCTBUA Ha NpoLecc
cOOpKK

* Everything as Code

* Jlerknm KoHTponb C
NOMOLLbIO CUCTEMDI St
- Configurations

KOHTPOIIS1 BEPCU :

%3
 GitOps — eANHCTBEHHbIN O 4t

MCTOYHUK NpaBabl U — / / \ \ G
<o

Everything as Code

Workflows

_— &

C-)TaJ'IOHHaFI Mo,u,e-nb ,EI,J'IFI s% App Code Security .’
Bepudukaumnu 20
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1 KOHTpONb 3TOro Koga!

« XpaHeHne Koga
MHMPPACTPYKTYPbI, CKPUMTOB
cbopKkKn, KOHBENEPOB COOPKU

N T.0. B PENO3UTOPUN/UAX
« KOHTpPOsb BEPCUN 3TOro Koaa

* PeBblo BCcEX NSMEHEHUN,
anpys npu MergeRequest
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Threat model

SOURCE INTEGRITY BUILD INTEGRITY
b B

K o KKK &K

J p "\. .
r/ \‘ s

Developer —>— Source + Build —>— Package | ——>— Consumer

|

/,.

—

\
> .
‘ ............ %\
i

Dependencies
A Submit unauthorized change C Build from modified source F Upload modified package
B Compromise source repo D Compromise build process G Compromise package repo

E Use compromised dependency H Use compromised package
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DLlernoHnpoBaHHas 6e30nacHOCTb

« Kaxkgas U3 ncnosb3yemMbix
NPaKkTUK erko obxoguTcst no
OTAENbHOCTU

« OOHaKo Bce BMeCTe
NpeBpaLLaeTCa B CEPLE3HYIO
npobrnemy Ans HapywuTens
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BbiBOAbI

 3aBUCUMOCTU coaepKat MHOXeCTBO Pa3HbIX OMacCHOCTEN
° ,El,a>|<e «xXopouwasda» 3aBUCUMOCTb MOXET ObITb B3NnOMaHa

 Ecnu Bbl HE KOHTpOIJmpyete cBoO 3aBNCUMOCTU — NX
KOHTPOJIMPYKOT 3J10YMbILLJTEHHUKN
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Bonpocbl?

* Anekcen ®enynaes
* tg: @int0Ox80h
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