BHyTpeHHMe
Yrpo3bl u
KOHTPO/b
NEeUCTBUN
nosnb3oBaTesien B
KOpnopaTUBHOM
cpepe

Be3bonesHeHHbIM Noaxoa K 3amTe

OT BHYTPEHHUX Yrpo3
HekpacoB Anekcen

KouTyp Orvga X staffcop




oo6uwme TeHaOeHUNN
B chepe B

10% 135

B 2024 rogy 3adMKCUPOBAHO cnydaeB yTedeK 6a3 gaHHbIx 3adrKcUpoBarn
Ha 10% 6onblue yTedek MHdopMaLmnm PockoMHagsop B 2025 roay.

Mo cpaBHeHUto ¢ 2023 rogom B Hux copepkanocb 6onee 710 MNH 3anuncem
nHUmnaeHToB B npouncxogmt 3anucen ytekno B 2025 rony B pesynsrarte
13-3a YenoBeveckoro $GpakTopa, 19 MacLTabHbIX MHUMAOEHTOB, MO AaHHbIM

B TOM Yncne gemcTBMmM MHCaMaOepoB PockoMHaa3opa



Kakue norpe6Hoctu B Ub
BO3HUKAIOT B KOMMAaHUAX

YacTble cueHapunm Kl/l6epaTaK— HecaHKLI,I/IOHI/IpOBaHHbIl;I OOCTYyIMn K cepBMMCaM KOMIMaHMM
M KOMIMPpOMeTaunNd YHETHDIX 3anumcen COTPYOHWNMKOB. 3-3a 3TOro KOMMaHMaM HYXXEeH:

KOHTpOsb 3a AeMCTBUAMM Fo  KOHTPOMb MPUBUAErMPOBaHHbIX
Q COTPYAHMKOB W rnonb3osaTenel
M
Q O6yueHMe coTpyaHMKOB B chepe NB @ 3almTa YUETHbIX 3anmcei

77~ HacTtpowka 6e30MacHOro yaaneHHoro OueHKa 1 ayauT ypOBHS
o MoOKTIOUEHUA K YCTPOMCTBAM KOMMaHUM 3aUWMLLEHHOCTY KOMMaHUM



Kak npoayKTtbl KOHTYypa pewaloT
npo6nembl B chepe UB

KoHTyp.2rvaa

v

Be3onacHOCTb KOPropaTUBHbIX YYETHbIX
3anuMcen CoTpyaHMKOB

KoHTpOoMb NpUBUAErMPOBaHHbIX
nosib3oBaTenem

AyOuT 1N opraHmM3aLmMa KOMMJIEKCHbIX Mep
3awmTbl B

Staffcop

PaccnegoBaHMe MHUMOEHTOB
KOHTpOMb M aHann3 OencTBMiM MepcoHana
YueT paboyero BpeMeHu

BbiaBneHume yreyeK 1 MOLLEHHMYECKMX
OEeNCTBUN

MNpenoTBpalleHe HeMpaBOMEPHbIX
O0EeNCTBUN




@ ID

CepBuc

nAByxdaKTOpHOMU >
ayTeHTUOUKaumm L

[lna pykoBoguTenem m cneumanmncrtoB
MHPOPMALMOHHOM 6E€30MaCHOCTU

KoHTyp Ornpa kontur.ru/aegis/id



BO3MOXXHOCTMU

— 06M1a4YHbIM M ON-premise crnocobbl — COb6CTBEHHOE MpunoXeHme KoOHHEKT C
pa3BepTbiBaHMA yOOOHbIM MHTEPdENCOM

— 10 cueHapues ong 3awmnTtbl: RDP, VPN, —  perncrtpaumsa nonb3oBaTenen
OWA, ActiveSync, ADFS, Keycloak, SSH, MO HECKOJTIbKUM CLUEHAPUAM

VDI, Bitrix24, WinLogon .
— YAO6HbIN KabMHET MNoNb30BaTENS

— OCHOBHbI€ CNOCOobLI

MoATBEPXKOeHUA 20DA — y,EI,O6HbIe HaCTpOVIKl/I no rpynriam

noJsib3oBaTenen

PUSH-yBeoomMneHuna
— MacwTabupoBaHMe 6e3 nepecMoTpa

OTP-koabl 3BOHKU APXUTEKTYPbI CUCTEMDI



PAM

Cucrtema KoOHTpoOnNA
npUBUNErMpoBaHHbIX
nosnibsoBaTeNnien

[lna pykoBoguTenem m cneumanmncrtoB
MHPOPMALMOHHOM 6E€30MaCHOCTU

KoHTyp Ornpa kontur.ru/aegis/pam



BO3MOXHOCTMU

KoHTpOMb AocTyna K MpUIoXeHUam
M pecypcaM C MOMOLLIbIO MPOTOKOTOB
RDP 1 SSH

i? MpenocTaBneHmne NPUBUIErMpoBaHHbIX

MnpPaB Ha HeobxogmmMoe BpeM4d

YrpaBfieHne BCTPOEHHOM
OBYXdDAKTOPHOWM ayTeHTUDUKALMEN
And BXoOa Ha KPUTUYHbIE pecypchl

(P

MOHUTOPUHI aKTUBHOCTM BHYTPU
PecypCcoB C BO3MOXXHOCTbIO pa3pbliBa
ceccum

TekcToBOE 1 BUOEO- TOTNPOBaHMeE
ceccum RDP

CUHXpPOHM3aU s
c Active Directory



PaccnepoBaHue
MHLUUOEHTOB
BHYyTpeHHeun Ub

Ona cneymnanmnctoB MHPOPMaLMOHHOM 6€e30MacHOCTH,
obLenm 6e3onacHocTu, IT-otoena, HR-cneumanmcToB

KoHTtyp

staffcop staffcop.ru



BO3MOXXHOCTMU

-

[ AN

YaaneHHbIM NpoCMOTP
paboyero cTtona,
Kewmnorrepbl, 3anmcb
0eNCcTBUI, MOHUTOPWUHI
OEeNCTBMIM B COLICETSAX

N

J

BnokmpoBka OOCTYyNoB
K canTaMm, USB-HocuTenen,

OMacHbIX ceccui

o

AHann3 0encremm
COTPYAHWKOB, OBUXEHWA
MHOPMaLIMKM N OOCTYMOB
K Hewn



&) BesonacHocTb ( W

ycnyrum
MHPOPMALIMUOHHOW

6e30MnacHoCTm | |
In1a cneymanmnctoB MHPOPMaLMOHHOM

6e30MacHOCTU, TEXHUYECKMX ANPEKTOPOB,
HR-ynpaBneHueB, OPUCTOB

KoHTyp 2rnga kontur.ru/aegis/features



BO3MOXXHOCTMU

AyanT nHOOPMaLIMOHHOM AyOUT COOTBETCTBUA

O6cnenoBaHme KNW (187-D3)
6e30MacHoOCTU KOMMaHuMy TpeboBaHUam 152-P3

BHegpeHue pexkrma

KOMMeEpPYECKOM TamHbl
(98- ®©3)

3almTa NnepcoHanbHbIX
OaHHbIX 1 UHOW MHPOoPMaL MK

orpaHuUYeHHOro gocrtyna (Kkpome
FOCTaMHbI)

AHanmM3 3aWmMLLEHHOCTMU



O6ecneuJybTe Baluew
KOMMaHUM
KOMIJIEKCHYIO 3alUuuUTy
OT BHYTPEHHUX Yrpos

OcTaBbTe 3a4BKY Ha TeCTPOBaHMNE CeEPBUMNCOB

Hanmnwmnte MHe Balwl BOMpocC:

HekpacoB Anekcen - a.nekrasov@staffcop.ru

KonTyp Orvpga X staffcop

kontur.ru/lp/staffcop-aegis





