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KYC (OCR, Face recognition ...)
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Keucbobl

Pa3Hble AOKYMEHTbI,

OA4HO NNUo AR, COKpalweHue

notepb Ha 10% (~2,5%
B HOMWHane)

Application: 11117906

first_name: Nguyén

middle_name: thij

last_name: hwong

mobile_phone: +84363230354
document_number: 245175847
date_of birth: 01.12.1981

email: thihuong45@gmail.com
living_street: so 678

work_place: cao thien phong
work_position: nhan vien

work_phone: +84784521454
guarantor_full_name: le anh cao
guarantor_mobile_phone: +84589658712
bank_account_number: 108001677836

Downioad full si2

Fill to black list

Hit no npasuny ~4% ot

Oedont BHYTPU
npasuna
45+%

Application: 8821640

first_name: tran

middle_name: thi

last_name: chung

mobile_phone: +84325760356
document_number: 171230652

date_of birth: 02.11.1986

email: ngochich86@gmail.com
living_street: tran hung dao

work_place: doanh nghiép
work_position: nhan vién

work_phone: +84906766210
guarantor_full_name: Hoang quang khai
guarantor_mobile_phone: +84882132989
bank_account_number: 3522908732132676

Communication with police

buomeTpuKa no anuy

ba3a moweHHuKos ~1000
3a ABa mecaua, ~9000
Kemncos
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Download full s

Fraud investigation



Ke#cbl buomeTtpunka no anuy. KnmeHTCckoe moweHHUYecTBo

_ [10340659] Application

;’7 3 . e Submitted On: 03-02-2020 11:06 TRANSLATION MISSING: ID.TIME.AM; IP: 115.175.218.192; SMS5 Code: 1196
NIK = 32010125129L000%

User Agent Android
Gate ID: de020e71-0f20-4ba8-a559-9fb72db2368c

Social Vector Facebook Info wCRM Sync Logs lovation Tongdun Photo Documents Permissions
Nama Lengkap Sesuai KTP Arif Hidayatullah JSON
Amount Rp. 6,000,000
i
Amount wish "loan_sum": "6800808", B TquHMe Mec;"_"a
"loan_term™: "3"
Term 3 days "first_name": "Arif",
"midale_name™: **, n3meHeH Homep
Nama depan Arif “last_name": "Hidaygfullah" /
"mobile_phone":
Nama belakang Hidayatullah “document_number”: "3201012512916601", Tn¢
"mobile_confirmation_code™: "1196",
Nama tengah "date_of_birth": "25.12.1991",
"gender™: "@",
Nomor HP +6288212476561 "email”: "udindagul7l@gmail.com",

[10049625] Application

Submitted On: 13-01-2020 0:5:42 TRAMSLATION MISSING: ID.TIME.AM; IP: 36.38.155.47; SMS5 Code: 3560
User Agent Android
Gate ID: f625162a-9b59-42b2-5601-23acT 0cfob24

Social Vector Facebook Info wCRM Sync Logs lovation Tongdun Photo Documents Permissions
Nama Lengkap Sesuai KTP Arif Hidayatullah JSON
Amount Rp. 6,000,000
i
Amount wish "loan_sum": "6200088",
"loan_term™: "3"7,
Term 3 days “first_name”: “Arif",

"middle_name™:

Mama depan Arif "last_name™: “"Hidayatullah",
"mobile_phone™ :E “+6289633788337", ]

Mama belakang Hidayatullah "document_number”: "3281812512918801",
"mobile_confirmation_code™: "3568",
Mama tengah "date_of_birth": "25.12.1991",

“gender™: "@",
Momor HP +6289633700337 "email”: "rifhabibie@gmail.com",
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Keucbl dOTO € 3KpaHa

doTorpadum ¢ aKpaHa



Keucbobl

:
CONG HOA XA HO| CHU NGHIA VIET NAK

’ B¢ lp - Ty do - Hanh phis
GIAY CHUNG MINK NHAN DAN
$51366199174

Hotén. | MAT KIM PHUQNG

SINW AGEY i 1975

Nguydn i an v M Phude
My, T So¢ Tring

Nat DKHK thuong rt: .. Phuoc An B,

Mcnonb3oBaHMe KpaaeHbix 6a3 u penKkoBble akunm

CONG HOA XA HOI CHU NGHIA VIET NAM 3
i Déc 1ap - Ty do - Hanh phuc

- iy CHUNG MINH NHAN DAN. ||
‘& e 312282080
1O GHJ PHUONG:

e

* POTO Ha AOKYMEHTE 1 Ha CENU OAHO U TO e OnucaHue ¢ppoga: PelikoBans MapKETUHIOBAsA aKLMA NO

* He ¢oTowon

npoAa)ke CUMMKapT, itogmn doTorpapmpoBasincb, AaBaau

* [IoKyMeHTbl peanbHbIX Ntoaeun AOKYMeHT. PoTorpadmpoBaHme TPETbUM NNLOM

* [lo KYMEHTbI pead/ibHblE
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Liveness. ObecneuynTb NPUCYTCTBME PeasibHOro YenoBeKa

AtaKa B Te4yeHue gHA

FullName v | BirthDate ~ | BankNa ~ | BankAccountNumb| ~ | CreatedOn
CARISSLA ROQUEO FENTUES 30.01.1990 BPI 649174097 2022-08-22
AMIE ZATE DALIOGO 08.05.1996 BPI 649138385 2022-08-22
CIRSLYNTA MENDEZ AORCHA 23.12.1983 BPI 649169557 2022-08-21

FullName ~ | BirthDate ~ |BankNg ~ | BankAccountMumb| ~ | CreatedOn
NOBWYN PAZ ADOIVA MACARAMAS 10.01.1979 BPI 649167538 2022-08-20
MINA VEA MECARANAS ITNONG 16.03.1983 BPI 649167474 2022-08-21
NENA VEA ADEOVA MECARANAS 16.03.1983 BPI 649167253 2022-08-20

10% HaxopaAaTca B 6M3KUX NOKaUUAX, TO
€CTb MOTYT APYr C Apyrom obuwaTbea

B OCHOBHOM ApOnNbl U3 Pa3HbIX PETMOHOB

no reo

90% AponoB HAaXoAATCA yepes
coumanbHble ceTu



Keucbl Liveness. Obecneyntb NpUCyTCTBUE PEeabHOMO YE/10BEKA

Mpouecc

2D 3 O 3D

Application Selfie and Liveness Application approving
filling document photo
* [octpounnn npouecc ansa Android *  [octonnn cobcTBEHHDbIN
Ha 6a3oBom aBukke Firebase ML knaccuduKaTop
ACtiOn ca pture Kit *  BHeapwuaun mynbTUNPOAYKTOBOE
* Hakonunu pasmeuyeHHyto 6asy pelieHme
action_head_ltilt Cendu c ronoBoit HakIOHEHHOW BNEBO

action_head_rtilt Cendu c ronoBon HaKNOHEHHOW BNPaBO

action_lIfist_up Cendu c NoAHATLIM BBEPX NIEBbIM KY/TaKOM (Na0HbIO K cebe)
action_rfist_up Cendu c noAHATLIM BBEPX NPaBbiM Kynakom(naaoHblo K cebe)
action_lpalm_leye = Cendwu c 3aKkpbITbIM S1€BOI PYKOM NEBLIM [/1a30M
action_rpalm_reye Cendu c 3aKpbITbIM MNPaBOMN PYKOWN NpPaBbiM r1a30M
action_lpalm_up Cendu c NnoAHATOM BBEPX /IEBOW PYKOM (NagoHbio K Kamepe)

action_rpalm_up Cendu c nogHATON BBEPX NPaABO PYKOM( NaflOHbIO K Kamepe)

action_other Bce apyrve gencreuna u nsobpaxeHus



Keucbl Liveness. ObecneynTb NPUCYTCTBME PeabHOro YeN0BEKa

Actions we could define with Firebase on photo:
» Left / right eye is closed (by prob.)
* Left / right eye is closed by hand (by prob. and “hand” label)
» Selfie with left / right hand raised up (by “hand” label and face position)
» Selfie with left / right fist raised up (by “muscle” label and face position)
» Head tilt left / right (by angles)
* Head turn left / right (by angles)

{
Test app “

* Allows you to take a photo
e By firebase save and show :
1. Eyes open probabilities
2. Head tilt and rotation angles
3. Landmarks
a. Nose position
b. Cheeks positions
c. Eyes positions
d. Ears positions
e. Mouth positions
4. Probabilities of labels ‘hand’ , ‘muscle’, ‘eye’, ‘nose’, ‘ear’




Keucbl Liveness. Obecneuntb NpUCYTCTBUE PEabHOMO YE/10BEKA




Keicbl Document and selfie exif

A3BAHKMA CTPOK ~' | FPD15Rep45
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* Haunbonee nonynapHbii cnocob potorpadpuposaHua “6”, Hamnbonee
XapaKTepHoe noseaeHne, HOPMaAbHbI TenedoH, Nydlume NokasaTenun no

aedonty

* 0-1-BTOpPOM NO NONYyNAPHOCTU cnocob ¢poTorpadpuposaHua. Kamepa
AEPXHUTCA NapannenbHo, YTO HETUNUYHO, Korga poTtorpadupyelsb cebs.
310 yactb $oTo TpeTtbum nnuom. Noatomy pucku B 1,5 pasa Bbiwe

bottom

* Cnocob “7” B OCHOBHOM roOBOPUT O TOM, YTO €CTb KOMMNblOTEPHAA 06paboTKa
doTorpadum c 3epkanmpoBaHnem apdekrta. PUCKM oTKasHble ~  EESESUEEE W e s s s



Keucbobl Document validation

. 7 ! T SOBAT SECURITY SYeTEM

Can 0183-4007800-1

Ll

*  ®dopmaTt Hagnucu * 3-4 popmaTa Hagnucu
* 2 /Mua C O4MHAKOBOW Nponopumen  dopmaT 1 nocnenoBaTeNbHOCTb HaANUCEN
y < Wi\ Fezysue or i P PPN PHILIPPINES REPUBLIC OF THE PHILIPPINES
@ REPUBLIC OF THE PHILIPPINES Wt ] BunEAy OF NTERMAL REVENUE S nite S I eSS AR e
3 DEPARTMENT OF FINANCE 2
S BUREAU OF INTERNAL REVENUE ird A ELENIUM LY AN QURCONCITG
000-000-000-00000 PROFESSIONAL
ﬁ Nime LAST NAME, FIRST NAME, MIDDLE NAME
DRIVE, STEVE JONES
TIN: 999-999-999-999X DELA CRUZ’ JUAN ADDRESS (NO. STREET, CITY MUN., PROVINCE)
Mora Scaios Address: 33 BLOCK EXAMPLE ST, QUEZON CITY
3 N A QUIRINO HIGHWAY, NOVALICHES BIRTH DATE SEX HT.(cm) WT.(kg) NATIONALITY
Birth Date: 01/01/1980 = o ’: A t_\ QUEZON CITY 1106 1989-11-05 M 123 65 FIL
lsgue Dm: o] /ol /20‘4 & r‘d- RESTRICTIONS CONDITIONS AGY EXPIRES
y ‘ Brth Date: TIN lssuance Date: 123 DO1 2020-11-05
/ 0000 0000 LICENSE NO.
e Sa& L \ D0 Lo DO1-12-123456 THIS IS JUST A SAMPLE
s sonarreorucense: 1 = i L ST B RSN

®dopmat Hagnucu

* 3-4 popmaTa Hagnmcu
* 2 /Mua C OANHAKOBOM Nponopunen

* ®dopmaT 1 nocnegoBaTebHOCTb HaZNUCeM



Cnacubo 3a BHMUMaHue!



