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How Hackers Broke Equifax:
Exploiting A Patchable Vulnerability

\ Thomas Brewster Forbes Staff
‘ .’h C‘y‘bl:.rsocu”t."‘ m
Associate editor at Forbes, covering cybercrime, privacy, security and surveillanc

@ This article is more than 4 years old.

Equifax's terse explanation for its mega-breach in which 143 million Americans'

information was put at risk was depressingly predictable: a vulnerability in a piece
of web software. What was most depressing, though, was that the flaw was patched

back in March.
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Cyber Crisis Response

DECIDE WHETHER TO DISCLOSE

Is dischosure mandatory? Knowledge Database

|'-I'-'I'~<- is allecied? I lurisdictions ]

=~ =

| 15 the data sulficierly encrygted? E> Regulations
Far

.

Impacted R
| Herw much data fhas been lost? Jurisdictions Should we disclose anyway?
'G' @ | o Shoews taking security
g sfiausly
A i fig rules? .
| re there industry spectic rules E = Risk of data appearing an
- No .E Dark Web later
B e Risk al whistle-blower
|Asmsmem:<m whether diclosure is mandatory | 3 o Roduces livgation risk
Yes Yes
ESTABLISH WHAT TO DISCLOSE
g
-] Regulatory Requirements Data Subject Perspective Media Perspecthee
E o Meeed 1o ensure data a Ane they alfeced? o Size of breach
i zubjects can matigate risk o What has been kast? + Qyarestimating may R
g o Wihe dio D eall? advantages over under reporting

- =

CHOOSE WHEN TO DISCLOSE

o Better to rotify public as quickly as passible

E * Helps address feelings of vulnerabiity for thase affected
%® + Important data subjects hear it drectly from you Tirst to avaid B boss al trust
r * Easier to framefinfluence publbc opinion at an early stage in a onsis
i o Balance between acouracy and timing = though may b batter 1o dver-estimale 1o @81 ressage ol
g uicker
:3 a Based on regulatans for applicable jurisdictians and advice fram Law Erforcement
SELECT HOW TO DISCLOSE
o 1N is usually appropriate to use all available charnels for communication
o Ensure message is delvered by CED / Head of arganisation to establish that this inddent & being taken seriously
Dirett Indireet
Email Social Media
o Requires email addresses of thase impactied o Dppomunity te et the initiel vone of seciel media posts
o Can be tallored to target these mest impacted 2 Interactive so able o set straght negative rumowrs and
o Be emindful that this may enhance percepticn of respand 1o subjects impacted
harm and generate negative emotions = Risk of regative reinforcement spiral e “Twatter storm®
Surfage Mail Trad#tianad Media
o Mgre direet aed persanal o Odten main source of infarmation for many ciizens
o Lessens riss of phishing o Media wsually s its awn agends and may nal focus on
o May not have cormeet address the areas you would prefer
o Ewpensive and may be sesn s damaging to
EnvireREment Web Page
o Less direct = datas subjects need to visit site
“ . . .
‘A Framework for Effective Corporate Communication —
repare eaction
H . ”
after Cyber Security Incidents”, Jason R. C. Nurse o Brief etaf
o Emsure sullicier social media / call cenine resources
; o Scale up website and telephorry capaoiy
= o Articipate mee of transaclices 1o nen breackhed channels
-'g o Ensure capability in place for dealing with madis enguiries
L o Arfiopate drop in share price for frst few days 1 3
o Put measures in place to disrupt phlshng: attempts
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PREDICT PREVENT
 Risk-prioritized exposure Adjust |- Implement « Harden systems
posture posture

assessment « |solate systems

* Anticipate threats
and attacks

» Baseline systems
and security posture

* Prevent attacks

Continuous
visibility and Monitor

.o . posture
. verification
Adjust

posture Users, systems,

system activity,

 Remediate
« Design/model policy
change

* Investigate incidents/
retrospective analysis

RESPOND

payload, network

 Detect incidents
« Confirm and prioritize risk
 Contain incidents

DETECT

()
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Execution Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral Movement Collection Cummandland Exfil
antro
12 technigues 19 techniques 13 techniques 40 techniques 15 technigues 2% techniques 9 technigues 17 techniques 16 techniques 9 tec
Command and Scripting Account Abuse Elevation Contral Abuse Elevation Control Adversary-in-the Account Discovery 4 Exploitation of Remote Adversary-in-the Application Layer Automated
Interprater g Manipulation 4 Machanism 4 Mechanism g Middle 13 Services Middle 3 Protocol gy Exfiltration
Application Window Discovery
Container Administration BITS Jobs Access Token Access Token Manipulation ;5 Brute Force 4 Internal Spearphishing Archive Collected Communication Diata Trans
Caommand Manipulation g Browser Bookmark Discovery Data Through Removabla Limits
Boot or Logon Autostart BITS Jobs Credentials fram Lateral Tool Transfer Media —
Deploy Container Execution (15 Boot or Logon Autostart Password Stores g Cloud Infrastructure Discovery Audio Capture Exfiltration
Exacution ;s Build Image on Hast Remote Service Data Encoding Alternative
Explaoitation for Client Boot or Logon Exploitation for Cloud Servica Dashboard Session Hijacking Automated Collection Protecol i3
Execution Initialization Scripts g Boot or Logon Decbfuscate/Decode Files or Credential Access Data Obfuscation ;4 —
Initialization Scripts g Information Cloud Service Discovery Remote Sarvices Browser Session Exfiltration
‘Inter Process I Browser Extensions Forced Authentication Hijacking Dynamic Resolution 3 Channel
Communication Create or Modify Deploy Container Cloud Storage Object Discovery Replication Through
Compromise Client System Process 14 Forge Web Remaovable Media Clipboard Data Encrypted Channel ;3 Exfiltration
Mative AP Software Binary Direct Violume Access Credentials Container and Resource MNetwork M
Domain Policy Discovery Software Deployment Data from Clowd Fallback Channels —
|Scheduled Task/Job 15 n Create Account (4 Modification g, Domain Policy Modification gy Input Capture ;4 Toals Storage Object Exfiltration
Domain Trust Discovery Ingress Tool Transfer Physical M
Shared Modules Create or Modify Escape to Host Execution Guardrails ;1 Madify Authentication Taint Shared Content Diata from
System Frocess g Process (4 File and Directory Discovery Configuration Multi-Stage Channels Exfiltration
Software Deployment Event Triggerad I Exploitation for Defensa Use Alternate Repository (z Service i
Tools Event Triggered Execution ;5 Evasion Metwork Sniffing Group Policy Discovery Authentication Mon-Application Layer —_—
Execution 15 Material ;4 Data from Information Protocol Scheduled
Systemn Services [y Exploitation for Privilege File and Directory Permissions 03 Credential Metwaork Service Scanning Repositories (3
External Remote Escalation Maodification iz Durmping gy Mon-Standard Port Transter D
User Execution 3 Services Metwaork Share Discovery Diata from Local Clowd Az

Windows Management
Instrumentation

Hijack Execution
Flow 1)

Implant Internal Image

bMadify Authentication
Process (4

Hijack Execution
Flow (1q)

Process Injection ;1)

Scheduled Task/Job

Valid Accounts 4

Office Application
Startup gy

Pre-05 Boot 5

Scheduled Task/Job

Server Software
Component iy

Traffic Signaling ()

Valid Accounts g

Hide Artifacts

Hijack Execution Flaw 4y

Impair Defenses g

Steal Application
Access Taken

Steal or Forge
Kerberos Tickets (4

Indicator Removal on Host g

Indirect Command Execution

Masguerading »

Modify Authentication
Process 4

Modify Cloud Compute
Infrastructure 4

Modify Registry

Madify System Image

Network Boundary Bridging )

Obfuscated Files or
Information g,

Pre-0S Boot 5,

Process Injection ;1

Reflective Code Loading
Rogue Domain Controller

Rootkit

Signed Binary Proxy
Execution 3,

Signed Script Proxy
Execution ¢y

Subvert Trust Controls g,

Template Injection

Traffic Signaling ¢

Trusted Developer Utilities
Proxy Execution

Unused/Unsupported Cloud
Regions

Usze Alternate Authentication
Material .

Valid Accounts g

Virtualization/Sandbaox
Evasian g

‘Weaken Encryption

X3L Script Processing

Steal Web Session
Cookie

Two-Factor
Authentication
Interception

Unsecured
Credentials

Metwork Sniffing
Password Policy Discovery

Peripheral Device Discovery

Permission Groups
Discovery g

Process Discovery
Query Registry

Remote System Discovery

| Software Discovery [y

Systemn Information Discovery

System Location Discovery 1)

Systemn Metwork Configuration
Discovery

Systemn Metwork Connections
Discovery

System Owner/User Discovery
Systemn Service Discovery

System Time Discovery

Virtualization/Sandbox
Evasion 3

Systemn

Data from Metwork
Shared Dirive

Data from Removable
Media

Data Staged [

Email Collection g

Input Capture ;4

Screen Capture

Wideo Capture

Protocol Tunneling

Remote Access
Software

Traffic Signaling ¢y

Web Service g
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Milestone 1 - Kick-

Off Meeting with
Owner

Phase 1
Reconnaissance
Milestone 1
Recap Phase
Recon

) Audit Protocol

Elaboration

Phase 1 -
Reconnaissance
Target Selection

Phase 2 -
Weaponization

) Phase 3 - Delivery

) Spear-phishing mail

1

) Spear-Phishing

Mail 2
Rogue USB 1
Phase 4 - Delivery

Exploitation Rogue
use

) Exploitation SP 1

Exploitation SP 3

Actions on

Objective

16.1) Pivoting

16.2) Persistence

16.3) C2

16.4) Data
Exfiltration

16.5) Rogue Action
Simulation

16.6) Post
Exploitation
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