YINPABJIEHUE AOCTYI1OM

|SIGUR




Sigur - cMCTeMbl KOHTPOJIA U yNpaBAeHNs SOCTYNOM

Sigur cenyac

> 15 > 15 000 IlecaTKM o 10

JleT onbITa BHeapeHun CTpaH npucyTCcTBUS BHeapeHun exxeaHeBHO



Sigur - cMCTeMbl KOHTPOSA M ynNpaBieHns OCTyNoM

Pa3paboTyuk nu npousBoauTesb
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[10 CuunTbiBaTENN KoHTponnepsbl



Y710 He Tak c cucteMamMmm besonacHocTu?



Sigur - cncTteMbl KOHTPOSIA U ynpaBneHns AoCTynoMm

B3anMopgeuncrteue
C CUCTEeMOMU

MHcTannatopbl OnepaTopbl WHTerpatopbl BHewHne

NMNoJib30BaTeJ1n



YTo BNusaeT Ha pa3BuTue NpoaykTa?



YTo Mbl MOXXeM caeniaTtb U aenaemM?



Sigur - cncTteMbl KOHTPONS U ynpaBieHNs 40CTYNOM

e [loHMMaTb NoTpebHOCTN BU3Heca
e BbITb OTKPbLITEIM

e /lHBecTnynm




[1lpo Koro 3abbiBatoT B CKY/1?



Sigur - cncTteMbl KOHTPONA U yNpaBieHNsa 40CTYNOM

OnbIT B3aUMooencTeus ¢ CUCTEMOU

OnepaTtopbl BHewHMe
Nnosib3oBaTeNu



Sigur - cncTteMbl KOHTPOSIA U ynpaBneHns AoCTynoMm

ApXuTeKkTypa cUCTEMBI,

MHTEerpauuun, TeXHONornu | 1

Kak YIIYHWNUTb CUCTEMY B KaXXAOM €€ cerMmeHTe”? SSL/DTLS Ethernet
TypHukeT
Wiegand/OSDP

@ )

Bxopn, Bbixon



Sigur - cncTteMbl KOHTPOSIA U ynpaBneHns AoCTynoMm

BzanMmopeucreue
nosib3oBaTesb -
YCTPOUCTBO AOCTYNA

Kakas rnaBHaa npobneMa B3aMmMoaencTBmsa obbI4HOMO
YyesloBeKa C KOHEYHbIM YCTPOUCTBOM?




Sigur - cncTteMbl KOHTPOSIA U ynpaBneHns AoCTynoMm

OcobeHHocTM Wiegand

e OOHOCTOPOHHUWN NHTEPDENC

e [lanbHocTb MakcuMyM 150 MeTpoB, TMMOBOE
ncnonb3osaHne— 0o 100m

e HeobxoanMMo MMHMMaANbLHO 4-7 NPOBOAOB
Ha 1 cynuTbIBaTENDb

e CTaHAapTHbIM QYHKLMOHAN U OTCYTCTBYET
BO3MOXHOCTb pacLUMpeHUS

e OTCyTCTBME 3aLUUTHI



Sigur - cncTteMbl KOHTPOSIA U ynpaBneHns AoCTynoMm

OcobeHHOCcTU OSDP
® LLeHTpaJ'IVIBOBaHHaFI O6paTHaFI CBA3b OT yCTpOIZCTBa @

e [lanbHocTtb 1200 MeTpoB
0SDP

e YnpaBneHue nHamnkaumenm He TpebyeTt AONONHUTENbHbIX Lndposarue AES
NpoBOOOB

e BO3MOXHOCTb paclinpeHmns n gopaboTkn GyHKLMOHANA

e HapexHoe wmndpoBaHue Tpadumka Mexay CHUTbIBATENEM E] E] D D

n kapton no anroputmam Crypto-1, AES



Sigur - cncTteMbl KOHTPONIA M ynpaBneHns AoCTynom

[Touemy

2 .
SR NocTyn 3anpeLleH, y Bac UCTEK CPOK AeACTBUS
cepTudmKaTa BakLMHUHALUN, 0BpaTUTECH B
MeakabuHer!




Sigur - cncTteMbl KOHTPOSIA U ynpaBneHns AoCTynoMm

NFC-aHTeHHa LLInpokononocHbIN
Bluetooth-aHTeHHa aKyCTU4YeCKnm
[laTumk BCKpbITUSA Kopnyca LUHaMUK
[aTynk TemnepaTypsbl
MHorouBeTHbIN banoHeTHOEe [lpoknapgka
MHOMKaTop KpenseHue 0151 YCTaHOBKM

Ha CTeHy




Sigur - cncTteMbl KOHTPONIA U ynpaBieHNsa 40CTYMNOM




Sigur - cncTeMbl KOHTPOJIS U yNpaBaeHNsa OCTYNOM

E2 /E4
[locTaHOBKa Ha OXpaHy

bnarogaps noakOYEHMIO K KOHTPOIJIEpaM Sigur pasinyHbIX
0aT4YMKOB, @ Tak>XKe JONOSIHUTEeNbHOro obopyaoBaHus,
HanpuMep, CUPeHbl, MOXXHO OpraHM30BaTb MOJIHOLEHHYIO
OXPaHHY cucTeMy. Ha Bce TpeBOXHbIe CObbITUA CUCTEMA

byneT aBTOMaTM4eCKU pearmpoBaTb 3aJaHHbIM BaMu 0bpa3om.

e [locTaHOBKaA Ha OXpaHy — yaep>kaHMeM KapTbl nepen
CYMTbIBATENEM

e CHATMe — no pakTy A0CTyna B NOMeLleHne

Mnaw:
Mnak 37.1

b‘.i NOCTABUTE Ha OXPaHy




Sigur - cncTteMbl KOHTPOSIA U ynpaBneHns AoCTynoMm

SNMP
cepeep cPBE} KnneHTCckne MecTta

be3onacHoOCTb _
S N N Gy

Mpu ncnonb3oBaHMK Sigur Bbl MOXeTe BbITb YyBEpPeHb!,
4TO BalUW JaHHble HafEeXXHO 3aLMLLEHbl Ha BCEX YPOBHSAX:
OT nepefayun nHbopMaLmum oT naeHTndmKaTopa o xpare
K CYUTbIBATENIO - OT CYUTbIBATENSA A0 KOHTPOJIEpa - UTaHNS ur Ef wnedidb
OT KOHTposU1epa A0 6asbl JaHHbIX CUCTEMBbI.
Tak, HanpuMep, Bce nepefaBaeMble aHHbIe MeXay m l ' L
KOHTpOJISIepaMmn U CepBepPOM HaZEeXHO LN PYIOTCS

corsiacHo npotokony SSL/TLS.

SSL/TLS (AES)

OSDP (AES)

000 C

Mifare-kapTa wur MR100 X
(AES, Crypto-1)

|



Sigur - cncTteMbl KOHTPONIA U ynpaBneHns AoCTyNnoMm

Hosoe [10. Sigur 2.0

e Kpoccnnat®opMepHOCTb
e YHMBEPCAJIbHOCTb
e KacToMusauusa

e PeweHne HoBbIX 3ada4 br3Heca

Visits

< Visits

Dashboard

MporHos noce LWeHUn

300
200
100

0

—+— Dob6aBuTb BUAXKET



Sigur - cncTteMbl KOHTPONA U ynpaBieHNs A40CTYMNOM

bropo [lponyckoB

e PaboTa c 3a9BKaMU
e MOHUTOPUHI NoceTUTENEN

° A,EI,MVIHMCTpMpOBaHVIe N OMnoBeLWEHUA

N22107123 - CobecepoBaHue

HOBHA MHOOPMALIMA

[Mepuroa noceweHunn HasHayeHnue
E 12.09, 08:00 - 12.09, 18:00 IQ MenbHukos [leHuc

HeobxoanMble AOKYMEHTbI

JloCTynHble 30HbI

OTBercTBEHHbIN
‘q, MenbHUKOB Denuc

| lpoxoagHan MM (lOpuAaop o6LLY ) opupop, atax 4 M leperosopHas N21 B KyxHs, atax 4 |

PeXXuMbl

5 MoceTtutenen

= Wilson Baptista

Passport
A N

Wilson Baptista
Passport

Wilson Baptista
Passport

3

Wilson Baptista
Passport



Sigur - cncTteMbl KOHTPOSIA U ynpaBneHns AoCTynoMm

3afaABKM

e Co3gaHme  MOHUTOPUHT 3a9BOK
e PasnnyHbie npaBuaa 1 sTanbl COrlacoBaHMs 3a9BOK

o MOHVITOpl/IHF COCTOAHNA 3aABOK

5]

. 3

< Visits

3anaBKku

Texkywue

Mpoxoabl nepcoHana
@ CornacosaHa
E] May 9, 12:00 — May 10, 22:00

1‘{{@ 6 nocetutenen

& K: MBaHy CumoHoBy

Mpoxoabl nepcoHana
C_& CornacosaHa
E] May 9, 12:00 — May 10, 22:00

‘!‘gﬁ 6 nocetutenen

;& K: MBaHy CumoHoBy

Mpoxoabl nepcoHana

—
() Cornacosana

] May 9, 12:00 — May 10, 22:00

!‘gﬁe 6 nocetutenen

:& K: UBaHy CumoHoBy

Mpoxoabl nepcoHana

@ CornacoeaHa
E] May 9, 12:00 — May 10, 22:00

:",{ﬁe 6 nocetutenen

4& K: MBaHy CumoHoBy

Mpoxoabl nepcoHana

@ CornacoBaHa
E| May 9, 12:00 — May 10, 22:00

Jﬁgﬁ 6 nocetutenen

4& K: MBaHy CumoHoBy

Mpoxoabl nepcoHana

—~
() Cornacoeaxa

] May 9, 12:00 — May 10, 22:00

ﬂﬁgﬁe 6 nocetrutenein

4& K: UBaHy CumoHoBy

Mpoxoabl nepcoHana

@ CornacoeaHa
E] May 9, 12:00 — May 10, 22:00

!‘gﬁe 6 nocetutenein

4& K: MBaHy CumoHoBy

Mpoxoabl nepcoHana

@ CornacoBaHa
E| May 9, 12:00 — May 10, 22:00

;"gﬂ 6 nocetutenen

‘& K: MBaHy CumoHoBy

Mpoxoabl nepcoHana

—~
() Cornacoeaxa

] May 9, 12:00 — May 10, 22:00

J‘gﬁe 6 nocerutenein

;& K: UBaHy CumoHoBYy

Search

Mpoxoabl nepcoHana

@ CornacosaHa
E] May 9, 12:00 — May 10, 22:00

Jﬁfﬁa 6 nocetutenen

& K: UBaHy CumoHoBy

Mpoxoabl nepcoHana

@ CornacoBaHa
E| May 9, 12:00 — May 10, 22:00

J‘gﬁ 6 nocetutenen

g& K: UBaHy CumoHoBy

Mpoxoabl nepcoHana

@ CornacoBaHa

] May 9, 12:00 — May 10, 22:00

J‘gﬁe 6 noceturtenein

:& K: UBaHy CumoHoBy



OTyeThbl

My department report

(E/) Status: Done

Report

Time

08:45

08:52

08:54

09:02

09:12

09:18

11:37

13:24

15:48

17:03

09:45

Type: Personal

Send to: E.Prikladchikova@gazprom.com + 3 more

Name

Ekaterina Prikladchikova

Wilson Baptista

Ruben Geidt

Ekaterina Prikladchikova

Gustavo Franci

Carter George

Ekaterina Prikladchikova

Wilson Baptista

Ruben Geidt

Wilson Baptista

Ekaterina Prikladchikova

Department

Marketing department

Finance department

Sales department

Marketing department

HR department

IT Dept

Marketing department

Finance department

Sales department

Finance department

Department of Commerce

Period: 10/01/2020, 00:00 - 10/01/2021, 00:00

Save to: path\remote\folder + 3 more

Activity

Came to the reception

Came to the reception

Came to the reception

Came to the reception

Came to the reception

Came to the reception

Came to the reception

Came to the reception

Came to the reception

Came to the reception

Came to the reception

Created: October 21, 17:20

Creator: Ekaterina Kudryashova

Access point

Acceess point #1

Acceess point #1

Acceess point #1

Acceess point #999

Acceess point #1

Acceess point #1

Acceess point #999

Acceess point #75

Acceess point #13

Acceess point #75

Acceess point #999




3aKJiroyeHue



