YpaneHHbin 4ocTyn B ntoboe
BpeMSA U B NlOOOM MecCTe
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[lporpamMHbI KOMNNEKC Ana yaaneHHoro
O00CTyna n ynpaBneHna KOHOUrypaumnamm
YCTPOWUCTB

Baw pabouyun
cTON

] 128 280 630
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YnpasneHve yaaneHHbiM pabounm
CTONOM




RuDesktop ABnaeTcAa NONTHOCTbIO
POCCUNCKOU pa3paboTKoW

[lporpaMMmMHbIN KOMMNNEKC YCNEeLWHO npoLuers
«rOCygapCTBEHHYIO perncTpayno nporpamMmbl gng
JBM» BHeceH B peecTpe nporpamMmm nog
N2202266/7530 oT1 21.09.2022

/A

BkntoyeH B EQUHbBIN peecTp POCCUNUCKUX MPOorpamMm
ONA 9NEKTPOHHbIX BblYACAUTENbHbIX MalWH 1 6a3 —,

naHHbIX oA N215913 o1 09.12.2022.
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[TpoAyKTbl KOMMaHUU
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PelwaemMble 3aga4n

CuncrtemMHoe
agMUHUCTpUpOBaHme

YpaneHHaa paboTa

Mopaynb ynpaBneHus
KOHQUrypaymnamu

\\/ ycTponcts (UEM)
p

YpoaneHHbIn 4OCTynM TexHun4yeckasa nogaepxka
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APXUTEKTYpPa

CKBO3HOEe 256-b6UTHOE @

LIMPPOBaAHNE BCEX COe- Internet
OUHEHUA N OAaHHbIX

[TpsiMoe nogknoyeHne K
LAN paboumm ctonam Windows

C KOMMbKOTEPOB Mac u
HaobopoT

I I
EonHaa KoHcoMb
yrnpaB/ieHNA Ha BCeX
oC

Astrla, Debian, Ubuntu

[¢]

EROCRORE

(ASTRA LINUX']

T TSY =F.>anc
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OnepaunoHHble CUCTEMDI

=\
l'l

Android

Windows

@ Windows, 64 6uTa

‘ Mojave (10.14) n cTapwe Lollipop (5.1) u cTapwe
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[1na Koro

PaHee y>e nonb3oBaincChb
UEM pelueHnamm
3apybeXXKHbIX KOMMNaHUN

Ha ogHoro cotpyaHuka UT-
otaena npuxogutca donee 50
obcny>XnBaemMblX YCTPOWUCTB

4) RUDESKTOP

[MpepocTaBnseTe cCoTpygHMNKaMm
BO3MOXHOCTb paboTaTb yaaneHHO
Ha YCTPOWCTBaxX KOMMaHUK

[lepeyeHb pellaemMblx 3aga4y 3acTaBngder
MCNOMb30BaTh LWNPOKUI CNEKTP
NPUOXEHNIN Ha KaX[0Mn paboyein cTaHLum

icnonb3yeTe pasnnyHble
onepaunoHHble CUCTEMbI Ha
KOHEeYHbIX YCTpOUCTBax

B nouckax pelueHuna gnsa
aBTOMaTM3aumMm agMUHUCTPUPOBAHUA
NT-MHPpacTpyKTypbI



[1na Koro

(&) =
o dunsmyeckume nmua = [ocyupexaeHus
e TexHun4eckas NomMoLlb 6NN3KUM e OpraHusauusa yaaneHHbIX paboymx MecT
e YnpaBneHue gomaluHen cetbro (loT, YaCcTHbIN cepBep 1 T.M.) e OpraHusayuna BHYTPEHHEN MHTEPAKTUBHOW TEXHNUYECKON NOOLEPXKKHN
BHe goMa (13 oduca, kade, gpyroro ropopaa) e OpraHuzayua nekuyunm (HanpumMep, ANga cTapwen v BbiCLLEN LWKOoN, AN
o CaMO03aHATOCTb: COTPYOHWUKOB pernoHanbHblX NoOApPa3aeeHmnia 1 T.0.)
opraHusauunsa yganéHHoro 4ocTtyna K paboyemMy MecTy,
OKasaHune obpasoBaTesibHbIX U KOHCANTUHIOBbIX YCIyT
) busHec-ceKkTop @ MHgunBuayanbHble npeanpuHnMaTenu
e AOMUHUCTPUPOBaHNE BHYTPEHHEN CETU e OpraHusauusa yaganéHHbIX paboymx MecT ANns HAEMHbIX COTPYAHNKOB
o KoHourypmpoBaHume paboumx cTaHL U o KoHcanTtuHrosble ycnyrmu B o6nactm GUHaHCOB, OPUCTIPYAEHL NN,
(cncTteMHbIM agMUHNCTPATOPOM) obpas3oBaHUA U 34pPaBOOXPAHEHNS
e /IHTEepaKTMBHaA TeXHMUYECKad NogaepKKa o OkasaHue unu 3anpoc guarHoctuku NK n cmaptdoHoB

(kak gna coTpyaHUKOB, Tak U AN KIIMEHTOB)
o OpraHnsauusa yganéHHbix paboymx MecT Ans NoAPALYMKOB,
NPOEKTHbIX U LWTATHbIX COTPYAHUKOB

o [leMOHCTpaLusa aKpaHa yaanéHHoro ycTpoicTea @ HaquO‘MCCﬂe,D,OBaTeﬂ bCKUE

(Hanpumep, oemMoHcTpauunsa paﬁ(?’Tbl 1O Ha yoaneHHOM Opl'aHI/I3aLI,I/II/I
cepBepe U Ha anbtTepHaTueHoi OC)

e [lncTaHUMOHHOE 06yt-|eHVIe COTPYOHUKOB
(OpraHm3au||/|;| ﬂeKLl.I/lpl) L y,ﬂ,aﬂéHHoe yrnpaBiieHne K/iaCTepoM BbIHNCITUTEJIbHbIX yCTpOI7ICTB

(pabounx cTaHLWIA NN cepBepoB)
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O6nayHaa Bepcus

YpaneHHoe ynpaB/ieHne CoBMecTHada paboTa

3awueHHoe coegmnHeHne HTTPS (443 TekcTOBbIV YaT

nopT, TLS npoTtokon) icTopua nogkntoyYeHnn

[lepepaya pannos HeorpaHU4yeHHOE KONMMYECTBO YNpPaBAAKOLLLNX
AQpecHada KHUra YCTPOWUCTB

BpeMeHHbIN 1 NOCTOAHHbIN Napob HeorpaHn4yeHHOE KONMMYECTBO YNpaBiaeMblX
YpoaneHHaa nepesarpyska YCTPOWUCTB

[Topoep>Xka HECKONbKNX MOHUTOPOB TexHn4yeckasa nogaeprkka
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MHTepdenc npnnoxXeHuns

4 RUDESKTOP

»

Baw pabo4unia

YnpasneHune yaaneHHblM pabo4vmm

CTONoOM

MocnegHue ceadcel  WMzbpanHoe HalgeHo

Term

AQpecHan KHWra

bByxrantepua = Oupextop @ Otgen npogax | Oxpada | PazpaboTumk

EcTb BOMpOCHI MNK
HALWMK oWKbKy?

Mnatdopma WMaoeHTudmKaTop

| Cnymx6a nogaepmkm |

90 606 881
158 101 615
216 834 367
757 204 398

MNoToBO

e [TOCTOAHHbIN N BPEMEHHbIN Naposib
e Teru
e AJpecHas KHUra

YaaneHHoe
YCTPOWCTBO

Monbzoeatenc@desktop-
p88alil

PC@huawei

@desktop-jurlpio

CeMmeH@ramires

CMCTEMHbIA 34MWHWCTPaTOpP

MNceegoHKM

CamcoHoB Oner

EMenbAHOB Kvpunn

KacTeineea AHICTAaCKA

Baxapee CeMeH

NcTopua ceaHCoB
Y0 00HbIN NOUCK

[Nepepava pannos
ObpalyeHne B cny>xby noaaep>xXKu

PazpaboTumk

OToen Nnpogax

Byxrantepus

CHCTEeMHbIF
3aAMUHWCTPAaTOP,
PazpaboTumk

1



OKHO NoaKNKYEeHUS

‘4 RUDESKTOP

"
LJd

e BbiboOp MOHUTOpPA
e [10NTHO3KPAHHbIN peXnm
e HacTpolka kavyecTBa n3obpaxxeHus

HacTpouTb OKHO

Opwrunan

YMEeHBLUINTE

PacTaHyTs

{opoLusee xayecTso nsobpaxenns
CBanaHCcUpoBaHHOE KaYeCTeo

-

BoicTpoe epema peakunn

LBOE

Pexum npocmorpa

lNokazare yaaneHHbln Kypcop

OTkntounTs 38YK

Paspewute KONnuposaxne u ecTaexy $annoe
Orknrounts Bydep obmena

Bbixoa u3 y4ETHOM 3anKCK NOCNE 33BEPLLEHNA

Pexum KoHOUMASHUMANBHOCTH

e [lepepayva pannos
« Beop napona ot OC
e 3anyckK OoT UMEHN agMUHUCTPATOPA

CEa3HCa

N
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NMHTeppenc nn4yHoro

KabnHeTa

4 RUDESKTOP

\?‘ RuDesktop 1.8.1 =  [lomoit
e Semconos Oner Batvizen Marenb ynpasneHusa [nmaexas » [aHens ynpasneHus

B8 Manens ynpasnenus
[Tonb3oBaTenu

Q KomnboTepbl

(9 Ceccum

ApnpecHas KHura

B Agpeca
‘) Teru

& Monb3oBaTenu

. NuuyeH3us

VicTopusa ceccuin ¢ ykasaHMeM gathbl U BpeMeHU, o06beM nepepaHHbiX ¢annos
HacTpoWnka agpecHoOn KHUru

HacTponka Teros

KOHTpONb Nonb3oBaTeneun

KOHTPOIb NULUEH3UNN

MocnegHwne AencTBus

HegocTynHo

14



JlokanbHaaA Bepcua

YpaneHHoe ynpasieHune cTopua nogKnro4YeHnm

[lepepadva pannos XpaHeHne OaHHbIX HA CBOEM cepBepe
AQpecHada KHUra PaboTa B 3aKpbITOM NepumMeTpe
BpeMeHHbI U NOCTOAHHbLIN NMapoJib MHTerpauna c AD, LDAP

YpaneHHaa nepesarpyska NHuTerpaymna c SIEM

CoBMecCTHasda paboTa YnpaBneHue npasamMu U ponamMm Ha
TekcToBbIM 4YaT ocHoBaHuu rpynn AD

[looaep>XKa HeCKOJIbKUX MOHUTOPOB TexHn4yeckaa nogaeprxkka
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I?' RuDesktop 1.9.4 Aomo peHpE vady  KapTa HaitTi KoMnbioTepsl... Q

9 rude@rude.ru Ceccun MmaeHan

2@ MaHens ynpasneHus

TWn coegUHeEH A CTaTyC B CeTH

e v LTl Evibpado 0 obbextoB 3 5
Q KoMmnbioTepbl

=]
== Mocth _.
KnueHT Cepeep MNonbzoeaTtens ONUTENbHOCTE Tpaddur Craryc Hauano OelcTeun
Ceccun
26338743 (deskiop-i6kr33s) 424242961 (rude-NK) . 3.42 seconds 0 Bytes OK 15anpenn 2023 1. 11:15
51431 (desktop-ckuike3) 87655145 (rude-client) - 45.63 seconds 0 Bytes Ok 13 mapTa 2023 . 7:37
B Agpeca
W Teru L 91431 (desktop-ckuike3) 87655145 (rude-client) - 13.53 seconds ytes 0K 13 mapTa 2023 r. 7:36
431 (desktop-ckuike3) 87655145 (rude-client) - 7.27 seconds 0 Bytes OK 13 MapTa 2023 . 6:18
ia* pynnbi

145 (rude-client) 183291431 (desktop-ckuike3) rude@rude.ru 32.79 5 0 Bytes K, 13 mapTa 2023 . 6:17

."I“. MNMogpasgeneHus

am [ons3oBatenw

ﬁ MpurnaweHwnn

ObpauweHns

MHTeppenc nn4yHoro

KabnHeTa

e VIcTOpua ceccumn Bcex YCTPOMUCTB Ha cepBepe
o CepBep Nogknr4YeHus

e [1NNTENbHOCTb Ceccuin

e [lepegaHHbIN TpapuK

e [laTa ceccuu
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1?' RuDesktop 1.9.4

9 rugs@rude.ry prnnm asHan » MNons3oeatenwn » [pynns o [LobaeuTs Mpynna

-+ MaHenb ynpasneHus m
Q K mmmmmens W =115tk W Boibpano 0 oObeKTOB M3 5
OMMbIOTEDbI

=]
== Mocth ..
Wma rpynnet 12 X  [feiicteun
19 Ceccuu
ApMuHUCTparop
be3 pocTyna
B Agpeca
‘\' Teru
PykoBoguTent nogpaspeneHun
o Fpynnbi

]  CoTpypHMK nogpepHKu

."I“. MNMogpasgeneHus

& Mons3oBatenwu

5 Mpynnel

ﬁ MpurnaweHwnn

ObpauweHns

e CuHxpoHusayuna c AD n LDAP
e [logpobHaa HacTponKa KaXxaou rpynnbl, €CTb BO3MOXHOCTb JaBaTb U 3abMpaTb NpaBa Ha co3faHwue NoAKIKYEHUN, NPpUem
noaKNK4YeHnn, nepepnadvy ¢annoB, UICNoNb3oBaHUE agpecHOM KHUIKM U T.4.

NMHTeppenc nn4yHoro

KabnHeTa

4) RUDESKTOP



JlokanbHaa Bepcua + UEM

YpaneHHoe ynpas/ieHne

XpaHeHne gaHHbIX Ha CBOEM cepBepe
PaboTa B 3aKpbITOM NEPUMETPE
NHuTerpauna c AD, LDAP

NHTerpauusa ¢ SIEM

YnpaB/ieHne npaBamMun U ponaMIM Ha
ocHoBaHuu rpynn AD

ABTOMaTU4YeCKOe OOHOBNEHNE KITMEHTA
YpaneHHada ycTaHoBKa U nepeyctaHoBka OC
YcTaHoBKa 1 obHoBneHue O Ha

YCTPOMCTBAxX UK rpyrnnax yCTponCcTB

4) RUDESKTOP

YoaneHue O Ha ycTpoucTBax UNu rpynnax
YCTPOUCTB

YaoaneHHoe BbINONHEHNE KOMaHA

YOoaneHHoe UCNOJIHEHNE CKPUNTOB

3arpyska ¢aniaoB Ha yaaneHHbIN KOMMbTEP
HanucaHne cobcTBeHHbIX Nendykos Ansible
MHBeHTapusayuna obopynosaHua u 10,
OTYETHOCTb U MOHUTOPWUHI

[TMNOTHOE TeCcTUpoBaHme

BO3MOXHOCTb MOy4YeHUA NMPUOPUTETHON

TEXHUYECKOW Noanep >KKu



RuDesktop UEM — nporpamMmHbIA KOMMJIEKC, MO3BOIAKOLLIMIA NOSly4YaTb AOCTYM K
yOaneHHbIM paboynm cTonaMm, ynpasnaTb KOHGUrypayunaMm KOMNbOTEPOB,

nonyyatb MHPOPMaLMIO O COCTOSHUM ONepPaLMOHHbIX CUCTEM, YNPaBNSATb
HacTpolkamMn yctaHoBneHHoro MMO.

RuDesktop UEM cOCTOUT U3 KNMEHTCKOW U
CepBEPHON YacTeu.

CepBepHoe 10 RuDesktop UEM

00O «[lepenoBble TEXHONOMNN» — aKKpeLUTOBaHHaA
poccunckaa NT-komnaHua, paspaboTumKk u
npaBsoobnagareslb UICXOLHOIro Koga npuioXXeHus.

RuDesktop BHeceHO B peecTp
Poccunckoro MO N215913.

O

Internet

CkBO3HOe 256-6UTHOE
lWndpoBaHMeE BCEX COe-
OVHEHWUW U LaHHbIX

-

OPUEHTNPOBAHO Ha COBMECTHYIO paboTy C
oTevyecTBeHHbIMM OC. Ha gaHHbIN MOMEHT
peannsoBaHa paboTa Ha 6a3e OC Astra Linux,
BefeTca pa3paboTka no peannsaynm Ha OC

] . |
L AN MNpsAMoe nogKntoYeHne K
paboynm ctonam Windows
C KoMMbkoTEPOB Mac u

HaobopoT

PepnOC. TakXxe ecTb BOBMOXHOCTb
yCTaHOBWUTb Ha 6a3e Ubuntu n Debian.

EanHasa KoHconb
ynpasfieHNA Ha BCEX
oC

=/ |

Astrl?, Debian, Ubuntu

KnneHT RuDesktop UEM nopgpep>xuBaet
PaboTy Ha OTEYECTBEHHbIX onepaLOHHbIX
cuctemax OC Alt Linux, Astra Linux n PepgOC,

[¢]
|

a TakXXe 60NbLUNHCTBE NONYNAPHbIX N1aTGopM
Windows (x32/x64), Linux (Debian/Ubuntu/
RedHat), macOS.

ENCNONE

ul o
w @
4) RUDESKTOP

(ASTRA LINUX']

T
BPE/0C

)
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Kakune 3apgavn pellaer

OpraHnsaumsa yganeHHblX pabodynx MecT MOXET ObiTb KakK 4YacTbio MOJIMTUKN KOMMNAHUU MO
NpenocTaBNeHNO 0COObIX YCNOBUN COTPYAHUKAM, TaK M YaCTb MCMNOHEHNA KOMMNAHUEN COoLMaNbHbIX
obAaszaTenbCcTB (Hanpumep, NnpefocTaBneHne paboTbl MaNnoOMoObUNbHBIM FpynnamM rpa)KaaH B pamkax
rocnoaaep>xku). B ntobom cnyyae, COTPYAHUKU CMOryT paboTaTb Ha YCTPOMUCTBAX KOMMNAHUW,
OrpaHMYeHne npae Ha Ncnonb3oBaHWe bypepa oOMeHa 1 nepepavy ¢annoB NO3BOJUT 06e30NacuTb
OaHHble KoMnaHuK, a Moaynb RuDesktop UEM no3BonuTt coTpygHUKY He 3ab0TUTBLCA O KOHGUrypaLum u
akTyanbHocTK 1O Ha paboyen cTaHLUN.

YnpaBnamte npasamMu 1 ponamMm nNonb3oBaTesien B CTPYKTYpPe KoMnaHuu. Ynpasnante UT-
NHPPACTPYKTYPON KOMMNaHUN Ha OCHOBaHMM MHOXeCTBa Npu3HakoB paboumnx MecT. icnonb3ynrte
BCTPOEHHbIe NONUTUKWN N 3a[a4K, a TakXKe co3faBanTe cBoW. KaXkaon 3agavye MOXHO YCTaHOBUTb
nHgmeunpgyanoHoe pacnuncanune. KnmeHt RuDesktop Tak Xe aBnaeTtca Ansible-areHTom: co3gasanTe
cueHapuu nobon CNOXHOCTU 41 BbINOMIHEHUA 3a4a4, He3aBUCUMO OT NNatpopMbl KOHEYHOIO
YCTPOWCTB.

4 RUDESKTOP
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Kakune 3apgaydn pellaer

Bo BpemMs aBTOMaTU3aL MM NPOLLECCOB Ha NpeanpuaTun ganeko He Bcerga yaaéTtca npegycMoTpeTb Bce
TOHKOCTW paboTbl OTAENbHbIX YCTPOWCTB U ApYyrne TexHn4Yeckne MomMeHTbl. OpraHmsauus

NHTEPaKTUBHOW TEXHNUYECKOW NoaaepXKX Ha NPeanpuAaTUA NO3BOMSIET ONepaTUBHO peLlaTh NoKalnbHble
npobnemsl, a moaynb RuDesktop UEM no3Bonnt cobmpaTtb OTYETHI O BOSHUKAKOLWMX OLIMOKaxX U co30aThb

NCKJTIOYEHUA B NMOJINTUKaX ON1A NX YCTPaHEHNA TN NMPEOOTBPALLLEHNA.

RuDesktop — NOMHOCTBIO poccUnNCckKnin nporpamMmmHbin komnnekc. OO0 «llepenoBble TEXHONOTUU» —
aKKpegutoBaHHaa poccunckaa MT-koMmnaHuse, npaBoobnagartenb 1 pa3padboTynkK NCXOA4HOro Koaa.
RuDesktop nogaepxueatot paboTty Ha poccumnckux OC.

CepBep — Astra Linux (B pa3paboTke HaxoguTtcs peweHne gnsa PegOC)

Knunent — Alt Linux, Astra Linux n PeaOC.

4 RUDESKTOP
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Kakune 3apgaydn pellaer

CepBep RuDesktop UEM ogHoBpeMeHHO aBnaeTcs PXE-cepBepoM. 3TO NO3BONAET NyOSIMKOBATb HA HEM
0b6pa3 Heobxoamumoun OC 1 MaccoBO yYCTaHaBNMBATb €€ Ha KOHeYHble YCTPOMNCTBA NO CETW.
Tak>xxe, cepBep RuDesktop no3BonAeT yCTaHOBUTb Ha yAaneHHble ycTponcTea kKnneHT RuDesktop UEM u

HayaTb aBTOMAaTU3UPOBAHHYKO HACTPOMKY MpaB AOCTYyna, yCTaHOBKY Heobxoaumoro O n ganbHenwee
KOHPUrypupoBaHne paboymx cTaHUUN.

4 RUDESKTOP
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4) RUDESKTOP

;EL\I (| YnanenHas
pa60Ta

YaaneHHbIn
aocTyn

CucremHoe
aAMUHUCTPUPOBAHUE

{] :
| 0}0 ifie

TexHuyeckan
noaaeprka

..l' 4
i

MporpamMmMHbI KOMMAEKC yCnewHo npowen
«rOCyAapCTBEHHYIO pernctpauuo nporpamMmmel ansa
SBM» BHECEH B peecTpe nporpamMm nog
N22022667530 ot 21.09.2022

BkntoyeH B EAUHBIN peecTp POCCUUCKUX NporpamMm
ANA 3NEKTPOHHbIX BbIYUCTUTENbHbBIX MaLlnH u 6a3
AaHHbIX noa N215913 ot 09.12.2022.

2 =
- S I

VOANEHHbIN YAANEHHbIA
@ Moaynb ynpasneHma

OYHKLUMOHAN / NTUUEH3UA OB/IAYHbIN AoCcTyn NOKAJIbHbIN A0CTYN KoHdMrypaumuammu UEM

(ON-CLOUD) (ON-PREMISE)
YaaneHHoe ynpasnexHume + + .S
3awmuweHHoe coeauHenme HTTPS (443 nopr, TLS + - +
NPOTOKON)
Nepepa4a dpanos + + +
AApeCcHan KHura + + +
BpemeHHbIi M NOCTOAHHLIN Naposb + + +
YaaneHHana nepesarpys3ka + + .S
WUcTopua NOAKNIO4EHUI + + +
HeorpaHM4YeHHOe KONMYECTBO YNPaBAAEMbIX YCTPOMCTB + + +
TexHuyeckan noaaepxKa + + +
XpaHeHue AaHHbIX Ha CBOEM cepBepe + 4
BO3MOXHOCTb paboTbl B 3aKPbLITOM NepumeTpe + +
UnTerpauma ¢ AD, LDAP + +
YnpasneHue npasamm M pONAMM Ha OCHOBAHUMU rpynn + i
AD
Maccosan ycTtaHoBKa, obHosnenue NO +
Maccosas yctaHoska OC +
YaaneHHoe BbINONHEeHUE KOMAaHA M CKPUNTOB +
UuseHTapu3auma obopyaosauuma u MO 3
HanucaHue cobcrseHHbix nnenbykos Ansible s

o W

[ASTRA*LINUX]




