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https://www.sophos.com/en-us/medialibrary/Gated-Assets/white-papers/sophos-the-state-of-ransomware-2020-wp.pdf
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Global Cybersecurity Ventures, 2019 October 21, Ransomware Damage Costs Predicted to Reach $20 Billion USD by 2021
Gartner, 2019 December 26, Defend Against and Respond to Ransomware Attacks



https://cybersecurityventures.com/global-ransomware-damage-costs-predicted-to-reach-20-billion-usd-by-2021/
https://www.gartner.com/en/documents/3978727/defend-against-and-respond-to-ransomware-attacks
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CTpaTterusi pe3epBHOro KonmposaHus 3-2-1

x3

CospganTte 3 KONuUK JaHHbIX XpaHuTe gaHHble Kak MUHUMYM Ha 2 XpaHute 1 n3 HUX BHe

(1 ocHoBHas n 2 TMnax nomMeLLeHuns

pe3epBHbIE) HocuTensax (NAS, nokanbHble OUCKN) (Obnako, BHeoUCHOE
XpaHeHne)
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CueHapunPykoBoauTenb otaerna pa3BUTUA OM3Heca, KOTOPbIN YacTo
HaxoauTcAa BHe odpuca, BbIHYXKAEH NoslyvyaTtb A0CTyn K dpannam u
obMeHuBaTbLCA UMK Yepe3 obwecTBeHHbIW Wi-Fi unn ¢ nomowbio USB-
HocuTteneun. bonee Toro, HeocBeOMIIEHHbIE UM HEAOCTAaTOYHO
NoAroToOBfIEHHbIe COTPYAHUKN MHOTAA He MOTYT OTNIMYUTb OObIYHYIO
noyTty ot puwmHroBoun. HaxxaB Ha pULLMHIroBbIE NUCbMA, MPOraMMbl
lwuncbpoBanbLMKN UNK apyrue yrposbl KN6epbesonacHOCTH YacTo
HEeOCO3HaHHO NMPOHUKaKT B HOYTOYK unu MK coTpyaHMKOB.
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He Tonbko HoyTbyk nnu MK, nporpamMmmbl BeiIMOraTtenun MoryT npobparbcs
Aaxke Ha (pannoBble cepBepPbI, ECIIN KOMMaHMA MNOAKMNYaeT cBoU hannosbie
cepBepsbl No npotokony SMB, n B ganbHenwem 3apasuTb annbl Ha
cepBepax.
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Active Backup for Business
3alluuTa pecypcoB
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Active Backup for Business

EanHoe ynpaBneHue
noptariom 6e3 riMueH3nn

Windows PC

Windows Server 2008 R2 - 2019
Windows 7-10 Creators Update
VMware vSphere 5.0 — 6.7
VMware free ESXi

Microsoft Hyper-V 2016 & 2019
SMB / rsync protocols
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CosnaHune wabnoHa, MaccoBoe
pa3BepTbIBaHUE

IT Manager

A

Template

All versions

:.& Sales Template
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BoccTaHoBIeH
ne 6asoBoOro
KOMMbloTepa

Get ready to restore your devices
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NMopTan
BOCCTaHOBJEHUSA

BoccTtaHoBneHue
danna/nanku
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TexHonorusa mobansHoM eaynnukaynm

Cross Platform Cross Device
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MHorve npeanpusiTMs B HaCTOsILLEE BPEMS BCE €Lle MOHTUPYIOT chaiinoBble
cepBepbl No npotokony SMB. Bo MHornx cny4asix MUMEHHO Takum o6pasom
BbIMOraTenbCckme nporpaMmMbl NPOHMKAOT Ha dbalinoBble CepPBEPbI.

EcTb nn BO3MOXHOCTL Boree coBpeMeHHOro goctyna K ¢oansioBblM cepsepam?

I

co o0 8
SMB = ]

B——

Synology



@ Share Folders iSCSI LUNs

S n apS h Ot Liernk Touky BOCCTaHOBMNEHMS 5 minutes 15 minutes
Replication
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+ 1% > Metwork » 10.17.12.22 » Map Network Drive > #snapshot

agDoc
yDrive_Office
YyDrive_MKDemo
!l:uws & Events

19 Collateral

i

Drive

5

;1dee List

' screenshot

1=

w Drive - mkdemo
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y Drive - Office-Cluster
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] Mame Date modified Type Size
GMT+08-2020.10.07-16.02.10 10/7/2020 401 PM  File folder
GMT+08-2020.10.07-16.06.47 10/7/2020 4:05 PM  File folder
desktop.ini 10/7/2020 4:02 PM Configuration sett... 1KB
" Folder Access Denied — >

You need permission to perform this action

You require permission from

5-1-5-21-301115473-195451053-3925296426- 1000 to make changes to this

folder

GMT+08-2020,10.07-16.06.47

Type: File folder

Date modified: 10/7/2020 4:05 PP

Fewer details

Try Again Cancel
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Active Backup for
Business

Fo

Snapshot

: ﬂ,OI'IOJ'IHI/ITeJ'IbHaﬂ 3awnTa C NOMOoLbo MOMEHTAal1bHbIX CHUMKOB

- [1oYTN MrHOBEHHOE CO3aHME MOMEHTAalbHbIX CHAMKOB U pernnnkauuna

- Obxop oTkasa cnyxbbl n 06xoa oTkasa nNpu TeECTUPOBaAHUM
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Synology NAS Synology NAS )
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Ecnm roBoputb 06 OTKA30yCTOMUYMBOCTU CAYKObI UM yAaIeHHOM aBapUMHOM
BOCCTAaHOB/IEHUN, KPOME PEe3epPBHOr0 KOMMPOBAHUA UM MOMEHTANbHOTO
CHUMKA Ha agononHutenbHbiM NAS, ecTb n gpyron cnocob?
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Hyper Backup
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Hyper Backup
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OneDrive

KoMmnnekcHoe HasHavyeHne pe3epBHOro
KONUPoBaHMUs

KoHdourypaunm cuctem n npunoxXeHus

LLindppoBaHne BOEHHOIro ypoBHSA

Kpocc-nnatgpopma deaynnukauus

13amMeHeHne oTcrnexmnsaHnsi brnokos




PdusnyeHckasa 3amra
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ﬁ Surveillance Station

Bugeo peructpaums 3almTuTe CBOIO OpraHu3aumio, JOM U Apyrie o6bekTbl C TOMOLLLIO POCTON U
NMOHATHOW cucTembl BuAeoHabntogerus. Surveillance Station npegoctasnser

WHCTPYMEHTbI AN UHTENNeKTYanbHOro MOHNTOPUHTa U KOHTPOJIA BUAEO,
obecrieynBatoLLVe 33Ty MOMELLEHWI U UMYLLIeCTBa.

MoaaepXka pa3nnyHbIX TUMOB Kamep

8000+ Onvif i - =
 coom ] - N
NMopaepxka ONVIF Profile Swn Buaeocepsep Kamepa PTZ Kamepsbl
pPasINYHbLIX Kamep Profile G HECKONIbKUMMW
obbekTuBamMu u
obbvekTuBamm

«pbl6UA rnas»

=Dl  Ext4

| ®DaisioBble CUCTEMDI
- Linux




Cneu moaenu:

[nybnHHas aHanantmka ¢ DVA3221

« 4 KaHana
« [nybuHHaA aHanuTMKa

- CPU

* Intel Atom C3538, 4 aapa 2.1GHz

- GPU

« NVIDIA GTX 1650 Ti

« 8 GB DDR
« MacwTtabupoBaHume go 32GB

« 32 Kamepbl
« 8 MU. B KOMMNAEKTE
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Cneu moaenu:

Pacno3sHaBaHue nuy

BuisBneHne VIP-KNMeHTOB, COTPYAHUKOB W AL, He
MMeIoLLMX NpaBa AOCTYNa, B peXuMe peanbHoro BpeMeHn 415
npeaoctaBneHuns 6onee KaYeCTBEHHbIX YCNYT U NOBbILLEHWS

Allowed locked
ypOBHs 6e30nacHoCTW. - Tony Lin i R SackLiang
Jasmine Wu LA 1o “" '\Y
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/ Survelllance Station \

[lpaBMno oencTeun

« [lo 5 npenctBmMn Ha cobbiTne

* Jlornyeckmne onepaHabl
N U

« KonnyecTtBo npaBun He
orpaHu4eHo

 [loggep>xka IP - 1/O modul
 [logoepxka IP - Pynopa

* BusyanbHoe onoselleHne

 [logaepxka CMS /




OnpepeneHne HOMepPHbIX 3HAKOB

OYEHb

. \ \
& 7836150 CKOPO!




Cnyxba TexHundeckon nogaepxkm ¢ 09:00 go 18:00 (MCK)
+7 (499) 704-4539 ans Mocksbl
8 (804) 333-9601 ans pernoHoB Poccum (3BOHOK BecnnaTHbIN)

SUPPORT@SYNOLOGY.SU

SupporteExpress

On-Line cepBuc-cnyxba ans scex pernoHos PO
http://support.synology.su

S 1 ; Express
ym Ogy O cucreme | Mpaeuna | WHCTpYKUMA | YCNOBWA rapaHTUW | KOHTaKTEl

ABTOpUZELNA Cucrema SupportExpress

E-mail

. CUMCTEMA TAPAHTWITHOIO CEPBMCHOTIO OBCNYXWNBAHWA SUPPORTEXPRESS
aponk

Yeax@eMble NoNL30BaTENU NPoaYKLMK Synology!

_ Perncrpaums Bbl HEX0AMTECE Ha CTPaHWLLE CepBMCHOMD obcnyxueaHuA SupportExpress.
33bwnn napone? - .
’ favHas cucrema paspaboTada © uensio obecnedeHns rapaHTWiAHOro cepercHoro obonyxmeanna obopyaoeanna Synology Ha Bcei
TeppUTOpUK P@. NIpH HACTYNNEHKMK MapaHTUIHOM Cnydan SupportExpress NnpeaocTaeuT BaM BOZMOMXHOCTE ONEPaTHBHOM O0CTABKKH
HeWCnpaeHoro 0B0pYO0BIHWA 40 LEHTPANEHOMD CEPEMCHOMD LEHTPE B M. MOCKEE, C MOMOWED 3IKCNpecc-nouTsl Poccu (EMS).
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http://support.synology.su/

Cnacubo!
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